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“Protocol layering”
* Network architecture: a set of layers and protocols

* Protocol stack: a list of the protocols used by a certain system, one
protocol per layer

]

* A protocol defines the format and the order of messages exchanged between two
or more communication entities, as well as the actions taken on the transmission

and/or receipt of a message or other event. [?]
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Figure 1-22. The TCP/IP model with some protocols we will study.
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Interface of WireShark

A TETERER WLAN - X
AR HwEE) MEN) BEEG) EERC) oTA) FHS) EmiEY)  AEEW) TEM #E|EH)
mae® X & | Q @ = E L A= ®Q QB
(N AR ridEE ~ ctrl-/> -] FiAk |+
Ho. Time Source Destination Protocol Length Info ~
§ 6550 124.872524 19.192.,109.217 10.192.255,255 UDP 385 54915 - 54915 Len=263 .
i 6551 124.873238 10.192.90.227 10.192.255.255 ubDP 56 5475 » 5474 Len=5 q] n' !
4 Ali < 49 ( 2 Win 6 Le
' 6553 124.887711 19.192,142.51 16.192,255,255 UDP 62 2008 » 2008 Len=20
§ 6554 124,888939 19.192,142.51 10.192.255,255 UDP 62 2007 > 2007 Len=20
i 6555 124.957598 203.208.40.34 10.192.172.204 ubDP 67 443 » 51202 Len=25
L 6556 124.959700 19.192.6.220 16.192.255.255 UDP 305 54915 -+ 54915 Len=263
6557 125.010762 19.192,142.51 16.192,255,255 UDP 62 2008 » 2008 Len=20
6558 125.011739 19.192,142.51 10.192.255,255 UDP 62 2007 > 2007 Len=20
6559 125.050699 10.192.7.33 10.192.255.255 ubDP 305 54915 —» 54915 Len=263
6560 125.109916 19.192.142.51 16.192.255.255 UDP 62 2008 » 2808 Len=20
6561 125.110835 19.192,142.51 16.192,255,255 UDP 62 2007 » 2007 Len=20
6562 125,210356 19.192.61.47 10.192.255,255 NBNS 92 Name query NB LAPTOP-D83LUS94<1c>
6563 125.219008 19.192.142.51 10.192.255.255 UDP 62 2008 » 2808 Len=20
6564 125.219954 19.192.142.51 16.192.255.255 UDP 62 2007 » 2807 Len=20
6565 125,384954 19.192,142.51 16.192,255,255 UDP 62 2008 » 2008 Len=20 v
Frame 1: 3@5 bytes on wire (244@ bits), 3@5 bytes captured (2448 bits) on interface @
Ethernet II, Src: IntelCor 96:6f:4a (de:57:7b:96:6f:4a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol version 4, Src: 1©.192.6.220, Dst: 10.192.255.255
User Datagram Protocol, src Port: 54915, Dst Port: 54915
Data (263 bytes)
F f ff ff ff ff de 57 7b 96 6T 4a @8 @0 45 @0 W {-03:E ~
91 23 38 T8 00 @0 80 11 e4 76 @a c@ @6 dc @a c@ #8 v
ea20 ff ff d6 83 d6 83 23 do @@ 4c 41 50 54 Af |- - Y\ (0]
5@ 2d 43 50 42 49 38 33 48 53 09 b7 4f ae a9 o0 P-CPBI83 HS5- -0
00 00 fo b7 4Af ae a9 @0 00 00 d4 b7 4f ae a9 0@ 0 0]
00 00 00 GO 00O QO 90 GO 0O 00 00 00 Q0 20 Q0 e
90 00 do 3 17 f@ 94 @2 ©0 00 50 b7 Af ae a9 @0 P-0
00 00 00 90 73 ec 91 00 ©0 @0 33 27 0O 20 °Q ©e s 3
00 00 co 3 17 f6 94 02 00 00 be fb 74 ec 94 02 t
00 90 01 G0 00 00 00 0O 00 00 @1 00 00 G0 Q0 @
98 00 d6 86 eb 88 fa 7f 90 00 @7 67 @4 7b 38 38 g-{88
66 64 38 62 33 32 2d 33 30 66 37 2d 34 64 66 31 fdgb32-3 ef7-adf1
2d 38 66 32 38 2d 64 32 62 34 66 31 37 39 66 62 -8f28-d2 baf179fb o
© ¥ WLaN: <live capture in progress> 4 8585 - B4 : 6565 (100.0%) BeE : Default

1515 D

2020/9/19

& Fifil FWireshark =/ MHI#: “Packet List” (7041415) , “Packet
Detail” (43r2H7ElE),  “Packet Byte” (4347 Hi)



Interface of Wireshark
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Example I: ARP

LAN - X

mae RG] == ¥ Qe HE
NEAEFT®E ~ Ctrl-/> =3 -] FiAk- o+
Ho. Time Source Destination Length Info ~

22987 520,547453 IntelCor_8a:d7:2f Broadcast ARP 56 Who has 10.192.248,174? Tell ©.2.0.0

229388 520.549069 19.192.213.131 108.192.255.255 SR 216 Get Backup List Request

22989 520.596596 19.192,17.171 16.192,255,255 NBNS 92 Name query NB BRN3@055C720634<00>

22990 520.597776 19.192,142.51 10.192,255,255 UDP 62 2008 » 2008 Len=20

22991 520.599020 o \ireshark - 9348 22987 - WLAN - O X

22992 520.649822

22093 520.672438 Frame 22987: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @

22994 520.726174 Ethernet II, Src: IntelCor 8a:d7:2f (dc:71:96:8a:d7:2f), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

22995 520.726314 Address Resolution Protocol (request)

22996 520.75179

22997 520.751798

2 A

23001 52¢ 55

23002 520.839731 v

Frame 22987: 56 kb
Ethernet II, Src
Address Resoluti

ff ff ff ff ff ff dc 71 96 8a d7 2f @8 @6 @@ ©1 q /
@3 80 @6 04 00 01 dc 71 96 8a d7 2f 00 00 00 0O q -/
0020 00 60 @0 00 00 00 [ENCIREIEL 0@ 00 0@ 00 00 00 - -]

@0 00 00 00 00 00 00 00

tF ff £f £f

88 00 06 04

00 00 00 00

00 @0 00 0@

Bl : Default

15:22
1

O 7 wLaN: <live cant
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ARP: Address Resolution Protocol !4

* Because there are both network-layer addresses (for example, Internet
IP addresses) and /ink-layer addresses (that 1s, MAC addresses),
there 1s a need to translate between them. For the Internet, this is the
job of the Address Resolution Protocol (ARP) [RFC826]

M Wireshark - 4348 22987 - WLAN

Frame 22987: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
Ethernet II, Src: IntelCor 8a:d7:2f (dc:71:96:8a:d7:2f), Dst: Broadcast (ff:ff:ff:ff:f:1)
Address Resolution Protocol (request)

oooo ff ff ff +f ff f (SIS 28 06 00 o1
08 00 06 04 00 01 dc 71 96 8a d7 2f 00 00 00 00 q -/

00 00 PO 00O 90 @0 Ga co B ae 90 0O 0O 00 GO 00O
0@ 00 00 00 0P P 0O 0O




ARP: Address Resolution Protocol 4

* The purpose of the ARP query packet 1s to query all the other nodes
on the subnet to determine the MAC address corresponding to the IP

address that is being resolved.

* An ARP query packet (In this example: it give the IP address:
10.192.248.174, want to know the MAC address of the IP address. A
[Pv4 address has 32 bits and expressed in decimals (33 i)

XXX XXX XXX XXX)

« The MAC addresses are 6 bytes long, giving 2* possible MAC
addresses, and are expressed in hexadecimal (-7 ). (In this
example: the MAC address of the source 1s dc:71:96:8a:d7:2f)

Sremzwan A special MAC broadcast address: ft:ff:ff: ff: {1 {f

IR IR ME(V) BER(G) HEERC) oiT(A) SINS) EE(Y) FER(W) TER(T) HENH)

[ ] ® X QemmEF S | = QQQF

(W[ AR EeE ~ <Ctrl-/>

No. Time Source Destination Protocol Length Info
22987 520.547453 IntelCor_8a:d7:2f Broadcast ARP 56 Who has 1@.192.248.174? Tell 0.0.0.8
22988 520.549869 10.192,213.131 1©.192,255,255 BROWSER 216 Get Backup List Request

22989 520.596596 190.192.17.171 19.192,255,255 NBNS 92 Name query NBE BRN3@@55C72@634<@0>



ARP: Address Resolution Protocol 4

Each node (host and router) has an ARP table 1n i1ts memory,
which contains mappings of IP addresses to MAC addresses.

The ARP table contains a time-to-live (TTL) value, which
indicates when each mapping will be deleted from the table.

— A typical expiration time for an entry 1s 20 minutes from when an entry
1s placed 1n an ARP table.

ARP vs. DNS

— ARP resolves an IP address to a MAC address only for nodes on the
same subnet.

— DNS resolves host names to IP addresses for hosts anywhere in the
Internet.
ARP 1s probably best considered a protocol that straddles the
boundary between the link and network layers.



Example 11: TCP

a
) KNG QueEF S E QaQQE
NEHRETTESE ~ «Ctrl-/> -] Fipa -
Na. Time Seurce Destination Protecol Lenzth Info
i 22912 518.706358 10.192.142.51 16.192.255.255 UDP 62 2007 » 2007 Len=20

22915 518.831442

10.192.142.51 10.192.255.255 upp 62 2008 » 2008 Len=20

22916 518.831791
22917 518.832513
22918 518.8938138
22919 518.927353
22920 518.928398
22921 518.953821
22922 519.837409
22923 519.839236
22924 519.062124
22925 519.0910640
22926 519.21747@
22927 519.218151

21070 E1n 40459

v Destination: 9
Address: 94
A
.0 .
v Source: HonHai
Address: Hor
a
ooee 94 29 21 38
80 29 @a 9f {
do 25 c2 13
8 fo a1 34

@ 7 Source or Desting

M Wireshark - 348 22912 - WLAN

Frame 22913: 55 bytes on wire (44@ bits), 55 bytes captured (44e bits) on interface @
v~ Ethernet II, Src: HonHaiPr_f7:e6:99 (18:4f:32:f7:e6:99), Dst: 94:29:2f:38:d8:02 (94:29:2f:38:d8:02)
v Destination: 94:29:2f:38:d8:02 (94:29:2f:38:d8:02)
Address: 94:29:21:38:d8:02 (94:29:21:33:d8:02)
@y vuis waes waes waes = LG bit: Globally unique address (factory default)
@ vivs vive wees waa. = 1IG bit: Individual address (unicast)
Source: HonHaiPr_f7:e6:99 (18:4f:32:f7:e6:99)
Type: IPv4 (0x0800)
v Internet Protocol Version 4, Src: 10.192.172.204, Dst: 203,119.217.37
0190 .... = Version: 4
9101 = Header Length: 20 bytes (5)
v Differentiated Services Field: exee (DSCP: CS@, ECN: Not-ECT)
eeee @@., = Differentiated Services Codepoint: Default (@)
vers .90 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 41
Identification: exeasf (2719)
Flags: ex4eee, Don't fragment
Time to live: 128
protocol: TCP (6)
Header checksum: ex9406 [validation disabled]
[Header checksum status: Unverified]
Source: 10.192.172.204
Destination: 283.119.217.37
v Transmission Control Protocol, Src Port: 49683, Dst Port: 443, Seq: 11011, Ack: 53258, Len: 1
Source Port: 49683
Destination Port: 443
[Stream index: 61

0000 94 29 2f 38 d3 02 [EILAHBEY f7 €6 99 08 00 45 00 -)/8 E
0@ 29 Pa of 40 00 80 06 94 06 ©a cd® ac cc cb 77 )--@ W

BLE : Default

]

2020/9/19




Example I11: TCP

L442

169.192.142.51 10.192.255.255 62 2008 » 2008 Len=20

L79
251
313

M Wireshark - 5348 22913 - WLAN

fFrame 22913:]55 bytes on wire (440 bits), 55 bytes captured (440 bits) on interface o
v Ethernet II, Src: HonHaiPr f7:e6:99 (18:4f:32:17:e6:99), Dst: 94:29:2f:38:d8:02 (94:20:21:38:d8:02
v Destination: 94:29:21:38:d8:02 (94:29:27:38:d8:02)
Address: 94:29:2f:38:d8:02 (94:29:2f:38:d8:02)
.0. LG bit: Globally unique address (factory default)
B IG bit: Individual address (unicast)
Source: HonHaiPr_f7:e6:99 (18 4f 32:17:e6:99)
Type: IPv4d (exosee)
v Internet Protocol Version 4, Src: 10.192.172.284, Dst: 283.119.217.37
@1ee .... = Version: 4
9101 = Header Length: 2@ bytes (5)
v Differentiated Services Field: exee (DSCP: CS@, ECN: Not-ECT)
Peoe 00.. = Differentiated Services Codepoint: Default (@)
. ..0@ = Explicit Congestion Notification: Mot ECN-Capable Transport (@)
Total Length: 41
Identification: exeaot (2719)
Flags: ex4eee, Don't fragment
Time to live: 128
Protocol: TCP (6)
Header checksum: @x94@6 [validation disabled]
[Header checksum status: Unverified]
Source: 18.192.172.204
Destination: 203.119.217.37
v Transmission Control Protocol, Src Port: 49683, Dst Port: 443, Seq: 11811, Ack: 53258, lLen: 1
Source Port: 49683
Destination Port: 443
[Stream index: 6]
0000 94 29 2f 38 ds @2 f7 e6 99 @8 00 45 0@  -)/8 -
“ Al e

An an aa o nd Aan an on oac T I e T B R Tt S b |




Example III: HT'TP

g Wi - X
it @& R G| R &= ¥ = | Q QQE
\http = <] FET +
= Source Destination Frotecol Length Info 2
i‘ I Lo M Wireshark - 5348 51 - WLAN - O x [B9c HTTP/1.1
57 1.1763608
2676 39.260837 Frame 51: 237 bytes on wire (1896 bits), 237 bytes captured (1896 bits) on interface @ 189¢ HTTP/1.1
2682 39.298262 Ethernet II, Src: HonHaiPr f7:e6:99 (18:4f:32:f7:e6:99), Dst: 94:20:2f:38:d8:@2 (94:29:2f:38:d8:02)
3561 61.559934 Internet Protocol Version 4, Src: 10.192.172.204, Dst: 61.232.10.129
3567 61.595793 Transmission Control Protocol, Src Port: 49632, Dst Port: 80, Seq: 1, Ack: 1, Len: 183
5188 99.693462 Hypertext Transfer Protocol  HTTP/1.1
5194 99.731926
16343 219.804337 ) HTTP/1.1
10348 219.838533
15312 339,9605362 3 HTTP/1.1
15318 339.939170
20738 460.007003 ) HTTP/1.1
20740 460.041062
25210 580.104800 3 HTTP/1.1
25212 580.147700 .
AnATE 706 A15Eno LUTTR LA 4
~ Destination: 94: A~
Address: 94:2 94 29 2f 38 d8 @2 18 Af 32 f7 e6 99 03 €0 45 €0 )/8---0 2 E
0. ...\ | ee1e oo df 53 e1 [EJEE s0 @6 a6 42 @a co ac cc 3d es sl B
B - B ©a 81 c2 12 0@ 50 19 a8 a8 06 6a 2C a2 3e 50 18 P j,>P
v Source: HonHaiPn 82 01 03 a5 00 ae A7 45 54 20 2f 61 70 69 2f 74 GE T /api/t
Address: HonH 6f 6f 6c 62 6f 78 2f 67 65 74 75 72 6¢ 2e 70 68 oolbox/g eturl.ph
2} 7@ 3f 68 3d 45 31 46 31 38 42 31 36 46 43 39 32 p?h=E1F1 8B16FC92 R
04 20 2f 38 dg 45 46 39 39 37 37 45 37 35 34 37 39 38 35 43 42  EF9977E7 547985CB ~
o0 df 53 o1 40 37 33 34 32 26 76 3d 39 2e 35 2e 30 2e 33 35 31  7342&v=9 .5.0.351
8a 81 c2 12 00 37 26 72 3d 3@ 3@ 30 30 Sf 73 6f 67 6f 75 5f 7@ 7&r=0@0@@ _sogou_p
92 91 83 a5 e9 69 6e 79 69 6e 5f 38 39 63 20 48 54 54 50 2f 31 inyin_89 c HTTP/1
of 6F 6c 62 6F 2e 31 od @a 55 73 65 72 2d 41 67 65 6e 74 3a 2@ .1--User -Agent:
78 3f 68 3d 45 53 4f 47 4f 55 5 55 5@ 44 41 54 45 52 ed @a 48  SOGOU_UP DATER: ‘H
45 46 39 39 37 6f 73 74 3a 20 63 6f 6e 66 69 67 2e 70 69 6e 79 ost: con fig.piny
37 33 34 32 26 69 6e 2e 73 6f 67 6f 75 2e 63 6f 6d ed ea 41 63  in.sogou .com:-Ac
37 26 72 3d 30 63 65 70 74 3a 20 2a 2f 2a od ea ed ea cept: */ *
69 6e 79 69 6e
2e 31 od @a 55
53 4f 47 4Af 55 Hel3
6F 73 74 3a 20 63 6F 6e 66 69 67 2e /0 69 6e 79 ost: con fig.piny v
@ ¥ Source or Destination Hardware Address (eth.addr), 6 F% $4E: 203422 - BEREF: 231 (0.1%) FRf : Default

S

2020/9/19




Example III: HT'TP

a
mae X QuwEFes=EQqqQqE
[http
Neo. Time Source Destination Protocel Length Info
:.: S Lol M Wireshark - 4348 51 - WLAN
57 1.176308
2676 39.260837 I Frame 51:|237 bytes on wire (1896 bits), 237 bytes captured (1896 bits) on interface @
2682 39.298262 v Ethernet II, Src: HonHaiPr f7:e6:99 (18:41:32:f7:e6:99), Dst: 94:29:2f:38:d8:02 (94:29:2f:38:d8:02)
3561 61.559934 " Destination: 94:29:2f:38:d8:02 (94:29:2f:38:d8:02)
3567 61.595793 v Source: HonHaiPr_f7:e6:99 (18:4f:32:f7:e6:99)
5188 99.693462 Address: HonHaiPr f7:e6:99 (18:4f:32:17:e6:99)
51394 99.731926 veer +4@y tuv weas waas wae. = LG bit: Globally unique address (factory default)
1343 219.804337 veer 2@ Liv. vuvs wew. ... = IG bit: Individual address (unicast)
10348 219.838533 Type: TPva (0x0800)
15312 339.905362 Internet Protocol Version 4, Src: 10.192.172.204, Dst: 61.232.10.129

15318 339.939176 Iransmission control Protocol, Src Port: 49682, Dst Port: 8@, Seq: 1, Ack: 1, Len: 183
20738 460.007003 Hypertext Transfer Protocol
20740 460.041062

25210 580.104800
25212 580.147700

AONTIE IO 91 3000

v Destination: 94:

Address: 94:2¢ [ go00 [YIEEIEABECICLIE 18 Af 32 17 €6 99 08 00 45 00 [DVERM-0 2-++ -+ E

0. ... 0@ df 53 el 49 @0 8@ P6 a6 42 Ba c® ac cc 3d e8 S-@ B =

0 ... Pa 81 c2 12 00 50 18 a8 a8 @6 ba 2c a2 3e 50 18 P Js 2P

v Source: HonHaiPn P2 @1 @3 a5 @9 @0 47 45 54 20 2f 61 7@ 69 2 74 GE T /api/t
Address: HonH: 6f 6 6¢c 62 6f 78 2f 67 65 74 75 72 6C 2e 70 68 oolbox/g eturl.ph

& 70 3f 68 3d 45 31 46 31 38 42 31 36 46 43 39 32 p?h=E1F1 8B16F(C92

04 20 2f 38 ds 45 46 39 39 37 37 45 37 35 34 37 39 38 35 43 42  EF9977E7 547985CB

00 df 53 e1 40 37 33 34 32 26 76 3d 39 2e 35 2e 3@ 2e 33 35 31  7342&v=9 .5.0.351

aa 21 2 17 o 37 26 72 3d 3@ 30 3@ 3@ Sf 73 6f 67 6f 75 5f 70 7&r=0000 _sogou_p



Example 1V: ip.addr == 10.192.172.204

£ *WLAN - X
SHF(F) $RE(E) MEV) BEEG) BER(C) oSITA) Hi(S) =iE(Y) FoEEW) TE(T) FEj(H)
m S ® X €| Q @ =» SE ¢S EaqQqE
[A]ip. addr == 10.192.172. 204 BT -] &prd- |+
Na. Time Seurce Destination Protecol Length Info ~
I 43 1,101351 10.192,172.204 10.10.0.21 DNS 83 Standard query ex969@ A config.pinyin.sogou.com
44 1.105613 10.1@.e.21 1€.192.172.204 DNS 547 Standard query response @x9690 A config.pinyin.sogou.com A 61.232.10.129 A 189.244.23.123 A 1@9.244.23.169 A..
45 1.1608766 1@.192.172.204 61.232.10.129 TCP 66 49682 > 8@ [SYN] Seq=0 Win=6424@ Len=@ MS5=1460 WS=256 SACK PERM=1
49 1.141752 61.232.10.129 1@.192.172.204 TCP 66 80 > 49682 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MS55=146@ SACK PERM=1 WS=256
50 1.141817 12.192.172.204 61.232.10.129 TCP 54 49682 » 80 [ACK] Seq=1 Ack=1 Win=131328 Len=@
51 1.141942 1@.192.172.204 61.232.10.129 HTTP 237 GET /api/toolbox/geturl.php?h=E1F18B16FC92EF9977E7547985CB7342&v=9.5.0.3517&r=0000_sogou_pinyin_89c HTTP/1.1
56 1.176307 61.232.19.129 10.192.172.204 TCP 60 80 > 49682 [ACK] Seq=1 Ack=184 Win=30464 Len=0
57 1.176308 61.232.10.129 1@.192.172.204 HTTP 208 HTTP/1.1 200 0K
58 1.177211 12.192.172.204 61.232.10.129 TCP 54 49682 » 80 [FIN, ACK] Seq=184 Ack=155 Win=131072 Len=0
62 1.211787 61.232.10.129 10.192.172.204 TCP 6@ 80 » 49682 [FIN, ACK] Seq=155 Ack=185 Win=30464 Len=0
63 1.211885 10.192.172.204 61.232.10.129 TCP 54 49682 » 8@ [ACK] Seq=185 Ack=156 Win=131872 Len=e
121 2.620543 12.192.172.204 10.560.200.245 TCP 55 49592 > 4968 [ACK] Seq=1 Ack=1 Win=512 Len=1
123 2.624284 12.50.200.245 10.192.172.204 TCP 66 4968 > 49592 [ACK] Seq=1 Ack=2 Win=14@ Len=0@ SLE=1 SRE=2
420 18.501235 209.197.3.15 10.192.172.204 TLSv1.2 93 Applicaticn Data
421 10.501236 209.197.3.15 10.192.172.204 TLSv1.2 78 Application Data
422 10.501444 12.192.172.204 209.197.3.15 TCP 54 49638 > 443 [ACK] Seq=1 Ack=65 Win=513 Len=@ v
AT AN EA1TTAD AM AND AT A aAn An7 o Aac TN CA AREDO Aad TrTm vl o E I P PR S SN cao el
v Destination: 94:29:2f:33:d8:02 (94:29:2f:38:d38:02) A
Address: 94:29:2f:38:d8:02 (94:29:2f:38:d8:02)
W@, tu4v wves saes eavas = LG bit: Globally unique address (factory default)
0. . .... = IG bit: Individual address (unicast)

v Source: HonHaiPr f7:e6:99 (18:4f:32:f7:e6:99)
Address: HonHaiPr f7:e6:99 (18:41:32:17:e6:99)
a = 16 hit: Glonhallv uninoue addre (fartorv defanlth e

o000 94 29 2f 38 ds 02 [EIIIE AL °8 00 45 00 -)/8 E
£

90 45 99 27 90 8@ 80 11 df d5 @a ce ac cc @a @a

00 15 e7 8f 00 35 @0 31 do d7 96 9@ @1 00 00 o1 5-1

90 90 00 00 @ @ @6 63 6T 6e 66 69 67 06 70 69 ¢ onfig-pi
6e 79 69 6e 05 73 6f 67 6f 75 ©3 63 6f 6d @@ @@ nyin-sog ou-com
01 e 01

BE : Default

[

S4E: 246891 - 2ER: 22585 (9. 1%)

1
2020/9/19

i}




ip.addr == X.X.X.X vs. Ip.host == X.X.X.X

SEIS R S AT S5 S AH B, X AIAE Tip.addr == x x.X. X/ {3k
FhEHEE, (H2 R EnHipHill xxxxfG R, 1M
host.addr == x.x.x.x RfEFKipHit Ax x x xPH L. BE— T5L
ISZEH, host.addr = x.xxxm&a MMFEEECEE/MEZL.
RS “host.addr= xxxx” C&EH, BN “ip.host = x.x.x.x
B E FHIX A4 ip.sre_host == x.x.x.x RPN FE G stk A
XXX XH)E PR AL ; B ip.dst host == x.x.x.x RPN+ H bnsthl
N xxxxMEPEE



Example: DNS

m]

X

M TETERTE WLAN mi x
MUHF)  REE(E) ME()  BEERG) ERQ)  oHmA) FIHS)  EIAY)  FZERW) TR #EH)
AN g ® TR QeanEFIZ = Q4 QE
M EHEFTES - Ctrl-/)> =Rk
No. Time Source Destination Protocol  Length Info o)
—'- 1 ©.000000 10.162.54.132 10.10.90.21 DNS 81 Standard ¢
! 2 ©6.030594 10.162.54.132 10.10.2.21 DNS 81 Standard ¢
L 3 0.087336 10.10.0.21 10.162.54.132 DNS 81 Standard c
4 0.087795 10.162.54,.132 211,72.35.154 TCP 66 53809 - 8¢
5 0.187726 211.72.35.154 10.162.54.132 TCP 66 80 » 5380¢
A A 187991 18 162 54 132 211 72 35 154 Tcp 54 538AQ » K6Y
< M Wireshark - £48 1 - WLAN
> F
s g > Frame 1: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface \Device\NPF_{A24DE49A-D2
» 1 > Ethernet II, Src: IntelCor_de:dd:de (34:2e:b7:de:dd:de), Dst: NewH3CTe_b9:e8:02 (74:3a3:20:b9:e8:02)
s> | > Internet Protocol Version 4, Src: 10.162.54.132, Dst: 10.10.0.21
s 0 > User Datagram Protocol, Src Port: 51347, Dst Port: 53
> Domain Name System (query)
<
0064
ee] <
00 0000 gENEEWPLY b9 e8 02 34 2e b7 de dd de ©8 0@ 45 086 ---4 ------ E-
901 0010 00 43 91 db 00 00 80 11 @0 00 Pa a2 36 84 Pa @a Crvenes ceeeBee e
004 0020 ©0 15 c8 93 90 35 V9 2f 4b 85 5d 59 91 9@ @@ @1 .- .- 5./ K-]Y:-«-
00 HB30 00 00 00 00 PO B0 87 33 65 62 31 39 39 3502 72 - 3 eb1995-r
00416 63 06 67 6C 61 64 6 73 83 63 6f 6d 00 0@ 1c 88 cC-gladns -com- - - -
0050 081 .
O




Example V: DNS

ma® XC QedEF ® _|=E Q Q¢
N]ip. addr == 10.192.172. 204
No. Time Source Destination Frotocel Length Info
]i 43 1.101351 19.192.172.204 10.10.0.21 DNS 83 standard query @x969@ A config.pinyin.sogou. c«
44 1.105613 190.1€.9.21 19.192.172.204 DNS 547 standard query response @x969@ A config.pinyil
45 1.188766 19.192.172.284 61.232.16.129 TCP 66 49682 > 80 [SYN] Seq=0 Win=64248 Len=0 MSS=14i
49 1.141752 61.232.18.129 18.192.172.284 TCP 66 80 » 49682 [SYN, ACK] Seq=8 Ack=1 Win=29200 Lt
50 1.141817 | o \Wireshark - 4348 43 - WLAN
51 1.141942
56 1.176307 Frame 43: 83 bytes on wire (664 bits), 83 bytes captured (664 bits) on interface @
57 1.176308 v Ethernet II, Src: HonHaiPr f7:e6:99 (18:41:32:f7:e6:99), Dst: 94:29:2f:38:d8:02 (94:29:2f:38:dg:@2)
58 1.177211 v Destination: 94:29:2f:38:d3:82 (94:29:2f:38:d8:02)
62 1.211787 Address: 94:29:2f:38:d8:@2 (94:29:2f:38:d8:02)
63 1.211885 vees +a@. tivt viue wews .... = LG bit: Globally unique address (factory default)
121 2.626543 vesr 2402@ vuer vias wees wa.. = IG bit: Individual address (unicast)
123 2.624284 v Source: HonHaiPr f7:e6:99 (18:4f:32:f7:26:99)
420 10.501235 Address: HonHaiPr f7:e6:99 (18:41:32:f7:e6:99)
421 10.50123 vese 2@ ..v. viiv 2vv. .... = LG bit: Globally unique address (factory default)
422 16.501444 vesr 2402@ vuer vias wees wa.. = IG bit: Individual address (unicast)
Type: IPv4 (©x08608)
v Destination: 9 Internet Protocol Version 4, Src: 10.192.172.204, Dst: 10.10.0.21
Address: 94 User Datagram Protocol, Src Port: 59279, Dst Port: 53
.eé Domain Name system (query)
v Source: HonHai
Address: Hor | oooe 94 29 2f 38 d8 @2 18 4f 32 f7 e6 99 08 00 (515] )/8 02 E
A @@ 45 99 27 @@ ee 89 11 df ds ea ce ac cc ea ea E-'
94 29 21 38 00 15 e7 3f 00 35 00 31 d9 d7 96 90 @1 00 @@ ©1 5-1
gele e 45 99 27 ( 00 00 PO PO PO PV V6 63 of 6e 66 69 67 06 70 69 c onfig-pi

VEE: (EDNSEIE A L4 = H i & uDP, AETCPHMX ! Port number: 53



tcp.port == 443 (or 80, or 25)

* igﬁltF'Part 1%6%ﬂ§5ﬁtcp.port ==X ﬂzﬂudp.port —

TCP 20 =L A&5(FTP, F2Hl) UDP 53 = 154 fi##T DNS

TCP 21 = SCHAEHI(FTP, SCHFA& %) UDP 67 = Z)Z5 1Pk 45 DHCP

TCP 22 = sshi i I, sshfHTEfE UDP 68 = % F iifi [] 68 I DHCP IR 5%
EBLinux 2 IR 52, IR R MHERC E, DHCPAR S %%
TCP 23 = iZFE &% [m] 67 1) #& B N5 K

TCP 25 = 5T HE4 (SMTP)

TCP 80 = http

TCP 110 = H, T 144 (Pop3)

TCP 179 = Border <1313 (BGP)

TCP 443 = W 71 ZZ 4 IR 5%




“udp.port == 67" Example

£ ~WLAN - X
XHF)  4REE(E) ME(Y) BRG) RO HIA)  HIHS) EBIE(Y)  FEW) IET  #HEH)
N4 ® RE Qe ZEFIZ=E @ F
[ |udp. port == 67 ?3 '] +
No. Time Source Destination Protocol  Length Info ol
— 698 43.392973 10.162.0.1 255.255.255.255 DHCP 344 DHCP NAK - Transaction ID 0x84e9dbe7
739 54.433001 10.162.0.1 255.255.255.255 DHCP 342 DHCP NAK - Transaction ID Ox1ldalc34
888 67.510580 10.162.0.1 255.255.255.255 DHCP 344 DHCP NAK - Transaction ID ©x715bbd47
961 114.175960 10.162.0.1 255.255.255.255 DHCP 342 DHCP NAK - Transaction ID ©xcfa2ed2b
1043 151.676423 10.162.0.1 255.255.255.255 DHCP 342 DHCP NAK - Transaction ID Ox4ac27140
1052 159.891491 10.162.0.1 255255 . 255 . 255 DHCP 342 DHCP NAK - Transaction ID 0xa58b2080
1053 166.221153 10.162.0.1 255.255.255.255 DHCP 342 DHCP NAK - Transaction ID ©x9adca29f
1054 168.470685 10.162.0.1 255,255,255, 255 DHCP 344 DHCP NAK - Transaction ID 0x4616883f
1063 184.458418 10.162.0.1 255.255.255.255 DHCP 344 DHCP NAK - Transaction ID 0x261a08
1385 255.780305 10.162.0.1 255.255.255.255 DHCP 342 DHCP NAK - Transaction ID @xaf521bfe
2082 903.089525 10.162.0.1 255,255,255, 255 DHCP 342 DHCP NAK - Transaction ID @xb34a@cd9
2083 903.096749 10.162.0.1 255.255.255.255 DHCP 342 DHCP NAK - Transaction ID @xb34a@cd9
2024 Ap 1A19K72 10 182 0 1 720K 720K 72K 972KR NHCD 2472 NDHCD NAK - Trancartinn Th Avh4a0-dQ v
. 0101 = Header Length: 20 bytes (5) ~
Differentiated Services Field: 0xe@ (DSCP: CS7, ECN: Not-ECT)
Total Length: 330
Identification: 0x2189 (8585)
Flags: 0x00
Fragment Offset: 0
Time to Live: 255
Protocol: UDP (17)
Header Checksum: ©x8d97 [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.162.0.1
Destination Address: 255.255.255.255
User Datagram Protocol, Src Port: 67, Dst Port: 68
Dynamic Host Configuration Protocol (NAK) 9
0010 01 4a 21 89 00 00 ff 8d 97 0a a2 @8 01 ff ff -3!---- ~
ff ff 00 43 00 44 01 36 00 00 02 01 06 00 84 €9 C:D-6
db e7 00 00 00 00 00 00 00 00 00 00 0O 00 00 00
00 00 00 00 00 00 a® 57 e3 27 6b 9e 00 00 00 00 W -k
v
@ ¥ Flags (3 bits) (ip.flags), 1 byte(s) Sp4R: 35102 + ELER: 40 (0.1%) FLE: Default

21:00

n L TN TER f - @s2c ~®m z O) K 00 B




Example: nslookup

o F15: SGIRH WireShark,
KR BT, Wistr
“ nslooku P WWW. baidu.com 7 - ~s\DELL>nslookup www. baidu. com
£t ST



http://www.baidu.com/

Example: nslookup 4

o E[AfENT. BT AL EHKip:

o IIfERT: I ipE I
— 1P S (e g Afr 5 2 0 FH 2 P A 55 2 T OR BHA= B SR s i)
(EE F1 o 2 B S R 328 3 A 3 25 0 e B A VE A
A HIPH R AR B S MR A, DLRBEIEBE, A F 1 4844 e [ml i
e, ml Rl AR PR AR 3 R A ) 25 o

« tLanRA xxx@name.com X PMHEFE 25 FATHEFE 123@163.com &K | —Ff
(5. 163MBMH AR SS 2 BIX BHE B A X EHME E L0, XEMEHE
Sk BN X BHE & N PHERE & R SRS RIS X NP 3
1T I AENT, 0 5 S 1a] ST 21X NP T N T 4k 44 42 name.com FS4 Bl
Pz X B A, a0 8 s Rl AT R IR AN IPICE X B Bllname.com, A4
SR 281X FHHRAE

.y




Example: nslookup 4

on] @SR

R4 #%: dnsl. zju. edu. cn
Address: 10.10.0.21

{E ALl e 2
AT www. google. com
Addresses: 2001::1f0d:4808
0.0.0.0
127.0.0.1

C:\Users\DELL>nslookup —qt=ptr 36.152.44. 96
Hk4s#%: dnsl.Z3ju. edu. cn
Address: 10.10.0.21

<k dnsl. zju. edu. cn FRAF| 96. 44. 152. 36. in—addr. arpa. :

C:HESEISEDELL nslookup —gt=mx www. z ju. edu. cn
Rds#%: dnsl. zju. edu. cn
Address: 10.10.0.21

Z ju. edu. cn
primary name server = dnsl. zju. edu. cn
responsible mail addr = root. zju. edu. cn
serial 2016112807
refresh = 10800 (3 hours)
retry 3600 (1 hour)
(pi 604800 (7 days)
TL = “

I | | O

Non—existent domain




Example: ping (ICMP, Internet Control Message Protocol)

v BESTETT

Microsoft Windows [hit4s IO.G.leSL 1082]
(c) 2019 Microsoft Corporation. {#8iFhr4 FLF.

C:\Users\DELL>ping www. baidu. com

IEFE Ping www. a. shi om [36 152.44.95] HAF 32 AT
f\|| 36. 152.44.95 [ nl & - J’ =32 HJ"—leC TTL=55
*H 36.152.44.95 f; 15 . 5 15=32 If[a=10ms TTL=55
#H 36.152.44.95 pyRIE: F17=32 }[A)=10ms TTL=h5
FH 36.152.44.95 pymIE: F15=32 }[A)=10ms TTL=H5

36.15: 44 95 1] Ping S5 &
Bofs: OIS = 4, Ol = 4. ZR =0 (0% ER),
flﬂx11{|i fliiF i [a) (=g 9 IAE) -
ekl = 10ms. #etl = 10ms. P14 = 10ms

C:\Users\DELL>ping www. 163. com

IE{E Ping 2163 p&6 - qds rd03. longclouds. com [112.13.207.3]1 HAF 32 F=47 1%
*H 112.13.2 o F47=32 B [a)=bms TTL=55
*H 112.13.207.3 Y 7,': ﬁ*'TZBL [ [A)=bms TTL=55
¥H 112.13.207.3 pyRIE: 5=15=32 I |a]=bms TTL=bHbh
K H 112.13.207.3 pgRI&E: 5215=32 [} [a)]=6ms TTL=55

112. 13 ﬁ@’.B 1 Ping Gril {5 e
*JH 1 |_].J If = 4, |_]|J-‘ra|j{ = 4, Z, Jf'\. =0 (0% Z‘ Jx"\.]'
flﬂx11{|i ||l|HJ|| e SR AL -
515 = bms. 1K = 6ms. P = 5ms

: \Users\DELL




Internet Control Mes[sz?ge Protocol (ICMP)

ICMP 1s specified in RFC 792.
* The most typical use of ICMP i1s for error reporting.

— For example, when running a Telnet, FTP, or HT TP session, you
may have encountered an error message such as “Destination
network unreachable”.

ICMP 1s often considered part of IP but architecturally it lies
just above IP, as ICMP messages are carried inside IP
datagrams.

ICMP messages have a type and a code field, and contain
the header and the first 8 bytes of the IP datagram.



ICMP Type (ode Description

echo reply (to ping)

destination network unreachable

destination host unreachable

destination protocol unreachable

destination port unreachable

destination network unknown

destination host unknown

source quench (congestion control)

echo request

=0 | OO | e | GO | G | o | LD | L | L |

router advertisement

]

roufer discovery

—
—

TTL expired

o T I e Y Y s Y (N e I Y s Y Y s T e T = T T %= I e T I (e Y Y

e

IP header bad

Figure 4.23 ¢ ICMP message types



Example: Tracert 1CMP) (I)

* The Tracert program, which allows us to trace a route from
a host to any other host in the world.

* Tracert 1s implemented with ICMP messages, to determine
the names and addresses of the routers between source and
destination,

— 1) Tracert 1n the source sends a series of ordinary IP datagrams to
the destination.

— Each of these datagrams carries a UDP segment with an unlikely
UDP port number.

— The 1t of these datagrams has a TTL of 1, the 2™ of 2, the 3™ of 3,
and so on. The source also starts timers for each of the datagrams.



Example: Tracert (1CMP) (11)

* Tracert 1s implemented with ICMP messages, to determine the
names and addresses of the routers between source and
destination,

— 2) When the nth datagram arrives at the nth router, the nth router
observes that the TTL of the datagram has just expired.

— According to the rules of the IP protocol, the router discards the
datagram and sends an ICMP warning message to the source (type 11
code 0)

— This warning message includes the name of the router and its IP address.

— 3) When this ICMP message arrives back at the source, the source
obtains the round-trip time from the timer and the name and IP address
of the nth router from the ICMP message




Example: Tracert (1CMP) (11I)

* Tracert 1s implemented with ICMP messages, to determine the
names and addresses of the routers between source and
destination,

— 4) How does a Tracert source know when to stop sending UDP segments?

— Recall that the source increments the TTL field for each datagram it
sends. Thus, one of the datagrams will eventually make it all the way to
the destination host.

— Because this datagram contains a UDP segment with an unlikely port
number, the destination host sends a port unreachable ICMP message
(type 3 code 3) back to the source.

— When the source host receives this particular ICMP message, it knows it
does not need to send additional probe packets.

— The standard Tracert program actually sends sets of three packets with
the same TTL; thus the Tracert output provides three results for each
TTL.
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