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IP ADDRESS, MAC
ADDRESS, PORT NUMBER



IP ik, MAC iRl 5 (1)

o EVEVERHBEMEES, BRI —SENAEEAR S, A=
FEWRAL, A1 RE 1P #hE. MAC Huhbfisg 05

« IP Huhk: 1Pv4 (32 bits) or IPv6 (128 bits) #idi:, —&iHHEALAT LA
A — DALY P Mkl — R3] DL — N RAZ ) 1P
bk (MR G R A —GiHEID .

« MAC Huhb (48 bits): BRI MAC Hiuhik7F 4=t S # 2 M —
B ZEILEA, — N RENEAE A BEIHE — AL E
IPHibE; Her)igid, 1P Huhk H g fr 2 —AN /i, ok e A 2
BRI — G 1HE L.

— KRR T B T 1P bk, RSB R T  MAC HbhE, 4%
CIRFN RN LUE, B i 2% L 2R S 0 P i) MAC 4R B
FITHENL, RIS RS, KR TR T SR




IP Hihik. MAC HuhikFisg 5 (11)

* 05 (16 bits): — G HALA] LUFI S (2R 2 iRk 55, Bl Web
A5 (Wuh) « FTP IRES (COCHALHIIRSS ) « SMTP il%s (HRFEMRSS)
5, ACH IP iR MAC Mk, TFEANLEIR ] DL AR RN EE £,
{E 2 A AN RITE ELR il B A 25 R I 48 I FHAZ PP oR AR B . O 1 X 70
FIRIRI 2 N RS TH L B RISTE 0 il — AN — T8 1 i
15 (Port Number) . %0 (Port) &— eI B4 FmEe.
T LK G TR BRI RO, T I3 409 S R P 2 S (7
gﬂ%@%%, N T BRI RERIEK, WATERIEMNE -5
o
— JEE—R%0-1023% [ & 7 it 25 — e R e I I 2 N H AR 55, T

« http (TCP) IR K H 542 80, https(TCP) IR S5 )3 I 5 443
« DNS(UDP) 45 K H -5 /& 53
o FTP AR 05 & 21
« SMTP IlkR%5 1w 15 & 25 (POP3— 101)
— AT S A 14517 1464 1024-65535 2 8] HHUE. (LA &2t 5 1 e DA AE AR
S g v O WS P o 15, GRS DU s — A 0, WERAHIXXXX) .




SOCKET



H 2 Resocket? [L4]

socket fr R B “HEME” , FETHENLIE(SAIE, socket #iEHIE N “EBHT ,
BRITEN B #HATEER — g —F 7. @it socket XMZyE, —
S ELA] AR AR T EAL EdE,  tn] DL At LA B

— Sockets were first released as part of the Berkeley UNIX 4.2BSD software distribution in1983.

UNIX/Linux %9 ] socket 44 ?
— fE UNIX/Linux 24t , N7 48— 0 SRR RO#ERAE, Mo O, A [ B (R 2 th AR
WB N — A A WX e B, ZEET R E A E R a iR
o B H 0 SRFERFFUERI AT (stdin) , BRI R At S B
o B H 1 kRFERIRUERH SO (stdout) BN RS A S R R .
— NTERMXSCLITIFRISCH, UNIX/Linux 24858 X4 B —A ID, X4 1D 5
e MEREL, WO SCAHERTE (File Descriptor)
— W A, B SRS
— RATAT LT socket() BB BB — DI ZERE, BLE T I — DI SO, socket()
3R [ET B 58 2 SO IR 1T
o F 7 CHRIRRF, AT CAE 8l ) SRR R B R AR O T
« i read() S H M RE T BN AL SR BB ;
o M write() [FiZFETHENLE NEHE




H4 B winsocket?

« Window R4 H 1] socket &44 ?
— Windows 0GR “SCHHRGBRRT” MIMES, (HIEE RN “ ST .
— 5 UNIX/Linux ANFERI/E, Windows <= [X %) socket F1 344, Windows Hi
socket 24— N EBE RIS A, DRI 75 000 FH 5 T 141X socket 11 ¥ 11 A
B AL S pR 2, R I ST I Fa N R EOR e RE T



TR EEFE SOCK STREAM

o XNMHFAEHIRZMERT (socket) !

— InternetEHT, WIBEIRIIER T, 1T ELR Internet 482743 B B
K. BRAREEF (SOCK STREAM) F¥iERENEREE
(SOCK_DGRAM)

« MKAE:

%% (SOCK STREAM)

— BHEEARL R AT R

— B s TS PP A S A

— R ISR NA R F2P 1) (s A BT N EE — DX Ge
—ANERE) , B socket 1£ % 1 EHE R RAF B2 IX . FRIR
s AE SR 5 IR A — e SLRV R, R 2R AN B X I E =
T A A e 7 T XA LLS — PRI ERIR A T HE S WA TLIK

e, )

— Example:

HTTP (TCP)



BAEHAERNERE ST SOCK DGRAM

. ¥EHMERNEEFE (SOCK_DGRAM) iHHH RE &L %
W, AMEEFRESS, WRHBIRA LA, 5B EA 2R
n—81ENL, BWAINEARN . WU, AR 17
&1, LiEEAME,

— SRR PREAE H T AR AL ST 5

— AEE S TT A8 R AT BER 5L

— BRAIER IR AL F B RN

— B I R AR BRI A [E] 25 1)

— Example: QQMLAAIE & Wil K (UDP)

» FATPTULI socket Zefs, ZEMRHZE IUEAL I, BrEAn] LA
Fl TCP/UDP #i.




CONSTRUCTING MESSAGES:
BYTE ORDERING



Constructing Message: Byte Ordering ]

* Problems:

— Different machines / OS’s use different word orderings
« Little-endian: lower bytes first

« Big-endian:

higher bytes first

— These machines may communicate with one another over the

network

128.119.40.12

Big-Endian
machine

128 | 119

Little-Endian
machine 12.40.119.128
128 | 119 | 40 | 12

40 | 12




Constructing Message: Byte Ordering

Big-Endian:
MS byte LS byte
Data | 00001010 [ 00010111 | 00001110 | 00000110 |

Memory

00001010

Y'Y

00010111

Y

00001110

00000110

Little-Endian:

MS byte LS byte
Data | 00001010 | 00010111 | 00001110 | 00000110 |

Memory

00000110

’

00001110

00010111

Y Y

00001010

A+1
A+2

A+3

A+1
A+2

A+3



Constructing Message: Byte Ordering 1l

« Host Byte-Ordering: the byte ordering used by a host (big or little,
little-endian is popular in X-86 systems)

* Network Byte-Ordering: the byte ordering used by the network —

always big-endian

u_long

htonl(u_long x);
u_short htons(u_short x);

u_long
u_short ntohs(u_short x);

ntohl(u_long x);

— Port numbers (16 bits): htons (host to network short), ntohs (network to host short)
htonl (host to network long), ntohl (network to host long)

— |P addresses (32 bits):

— On big-endian machines, these routines do nothing
— On little-endian machines, they reverse the byte order

Big-Endian Little-Endian
128 | 119 | 40 | 12 machine machine 12 | 40 | 119 ] 128
N
§ —
< 128 | 11 12 S
128|119 40 | 12 > 8| 91 40 =)




Constructing Message: Alignment & Padding !

Data structure alignment is the way data is arranged and accessed Iin
computer memory.
— Data alignment and data structure padding are two different issues but are
related to each other and together known as Data Structure alignment.
Data alignment: Data alignment means putting the data in memory at
an address equal to some multiple of the word size. This increases the
performance of the system due to the way the CPU handles memory.

Data Structure Padding: Now, to align the data, it may be necessary
to insert some extra bytes between the end of the last data structure
and the start of the next data structure as the data is placed in memory
as multiples of fixed word size. This insertion of extra bytes of
memory to align the data is called data structure padding.




Constructing Message: Alignment & Padding

Consider the following 12 bytes structure

struct {
int x;
short int x2;
inty;
shortint y2;
} msg1Struct;

After compilation it will be a 14 byte structure!

Why? — Alignment & Padding

Remember the following rules:

— Data structures are maximally aligned, according to the size of the largest native

Integer

— Other multibyte fields are aligned to their size, e.g., a four-byte integer’s address

will be divisible by four.

.
- CI——
, E
»




Constructing Message: Alignment & Padding

 Consider the following 12 bytes structure

struct {
int x;
short int x2;
inty;
short int y2;
} msg1Struct;

« This can be avoided
— Include padding to data structure
— Reorder fields

[ .
int x; int x;
char padding[2]; short int x2;
short int y2; } msg3Struct;

} msg2Struct;




Constructing Message: Framing & Parsing

Framing is the problem of formatting the information so
that the receiver can parse messages

Parsing means to locate the beginning and the end of
message.

This is easy If the fields have fixed sizes!

— e.g. msgStruct

For text-string representation is harder
— Solution: use of appropriate delimiters

— Caution 1s needed since a call of “recv’” may return the messages
sent by multiple calls of “send”.




SOCKET PROGRAMMING
WITH TCP



Socket Programming with TCP Bl

« Many network applications consists of a pair programs — a client
program and a server program — residing in two different end
systems

— Web (visiting http://www.zju.edu.cn)
— ftp (ftp://10.214.X.Y)
« When these two processes are executed, a client and a server process

are created, and these processes communicate with each other by
reading from and writing to sockets.

* During the development phase, one of the first decisions the developer
must make is whether the application is run over TCP or over UDP.
— TCP & UDP are the two most important protocols in the transport layer.

— TCPis connection oriented and provides a reliable byte-stream channel
through which data flows between two end systems.

— UDP is connectionless and sends independent packets of data from one end
system to the other, without any guarantees about delivery.



Socket Programming with TCP Bl

» The socket is the door between the application process and TCP

Controlled
by operating
system

Host or
server

¥

r -

——

Controlled
by application Process
developer

Socket

TCP with
buffers,
variables

Internet

Host or
server

¥

=

Controlled
Process by application
developer

Socket

TCP with
buffers,
variables

+—— Controlled

by operating
system

Processes communicating through TCP sockets



TCPEWER S M (1) 1

« TCP (Transmission Control Protocol, f&&ida& i) & —Fh ]
PEFEI) S ATEER . TR MIBE MY, BRI T
R, AR5 A I B W TR

o B PVEIEWNUR BRI R connect() PRIETAT IR 55 B T %R,
SCEBER B PRI IPHIAE, U, PR AR IR TR, N
P A% S R i I

o TCP#E: IEEN B =N EEE, BF —KJ2F (Three-way
Handshaking) . A LLJE SR bR oA T B X1

— [Shake 1] E#EFA: “MRIf, B#TB, RIXBEFEYEEAIELIR, #AT
ERIE, 7

— [Shake 2] &% ¥ B: “IfH), WXL CEHELNA. 7
— [Shake 3] ZE#7A:  “UHIHIRZERIAITE R 7




TCPEEIR S (11)

1) ¥5: Seq (Sequence Number) J¥5 (53207, HIRFRIHMNTHENAKIZRTH
FALBRIEIROT S, THENLEE X AT FRid .

2) il 5: Ack (Acknowledge Number) il 5 53247, 257 v Al AR 55 2 bifi £
Al PLRI%, Ack =Seq+ 1.

3) wniEfi: FEAMRELL 5 1B, HAE64, %8 URG. ACK. PSH. RST.
SYN. FIN, BRI

— URG — B 2484 (urgent pointer) %K.

— ACK—IANF 5 A 2

_ PSH— I R B MR R, ! i i v i
— RST —E g i&he, S 1 E R 1

L SYN A,

— FIN —Wr T —" 1 idds. BAE (Ack)

Ha R | RE || FREL & [

Be3e A Po¥sti-tay

35 T X Hi 75

2‘:“[‘“'; ( l).‘ll a)




TCP=IK#ETF
. TCPit g

PR
% P R 5524
[ CLOSED J [ LISTEN ]
SYN
SYN=1,ACK=0
——————— Seq:1000 F——————)
SYN+ACK SYN=1 ACK=1
- Seq: 2000 | -~
SYN-SEND Ack: 1001 SYN-RECV
i~ - ACK
——————— Ack:2001 |= === == =)
Y Y
ESTABLISED ESTABLISED

=UARTF RO R B IR T H O EEE, XNHbeeiEd “iils (ACK) 7 FRSK
. tHENSER N EH OREREIEETS Seq, FIRET A HEIEC)E, il “Hils
(ACK) 7 FB, BHACK =Seq + 1&E A, a8 plisr vt B 77 BRI ) 7 B 2 EdiE .



TCPEWRZRITEE (1)

E< TP )@ I Ack 54 1301 ﬁ‘ﬁ ﬂ% 1201,
= o= JARAET Ack S E XS JT
kLA S R EGE TR R
ESTABLISED i ESTABLISED y_,\ ACk %Kﬁﬂ’f?iﬁﬁ E‘J?jﬁpi&,
~~~~~~~ omdan XA BN AT DA 208 B A&
00byte dataj~~ , {HTCVE AR 10010 4 5P b Hfa AL
2 Bk e =R T —Er, b HA%
]| Ack 1301 i 1% 7 80F . Kbzl ™A=L
5::/ B fifiilN Ack =
“““““ Seq: 1301 | Ack'5 = Seq5 + L E I F 1AL
lobysdetal~mn | g +1
= T 5=kEFHICHERE, a1
| AT 45 VR T TR
Seq =, 5k &HHEE Yseq.




TCPEHE AR TR (11)

E‘
<
AR

EHLA

ESTABLISED

BRI J
1 e !

TCPiki - E
P
¥ H1B
ESTABLISED
AR
Seq: 1200
100 byte datal-
M —————————— ~ \}
ACK _ G
Ack: 1301 |
BE R
Seq: 1301
100 byte dataf~~ _
X
g e
Seq: 1301
100 byte dataf-
~— \)
ACK —
B Ack: 1402
A 4

N T SRR B EAL, TCPER PRI KIEE
PO A R BEI 4%, WERAE— I T8l N
S 2 H Frples 4L B 1) ACK AL, R4 5E I 25 HE I
OBl AEBORT B E E RIS
o, M ACK WERHIEI, —HEMA,

HEEEETE (RTO, Retransmission Time Out)
EMERK T 2ESHADERER, KNS
AVEREAL, Hig LEG RN RTT i H],

{EH 2 )T 48 FE B S RS 28481k, B DLSERR
A EE N s A F: (BN Jacobson SLvA AN
Karn FL7:585) SR g B i) 1]

HERH

TCPEE 1 HAL BRI 2 58 B2 BRI AN R T AT By
DXl ARG, —PMEIEEH S BEEIIX,
N R AL E I AR ZE 5 1 ACK #A,
AN B . (HARESRIR S RS R4,
AW EAL R EER, LUK AT REPRIE
b 55 H 8 1) 15 28 B



TCPIYRIEFWr HiZE#

o FERAREEZE, TRHUE MRS, W EREEREE
2, BT EVUR A B SR AR IE AR I F BT,
ARG AL iR, B SFEERTARRH, FFeehH
B, WORFFRER, MRS R

o BVIEEFEXIET, WHEEFEIXET, rfUUJERRLE
M 2N I T X 1
— [Shake 1] &#:FA: “UESHEwEE, RABMITERE. 7
— [Shake 2] E#:5B:  “Mk, 2M? iHEHSE, REZF—T. 7
- FAZE. ...
— [Shake 3] &#B:  “FifE&Lr 1, UM HERZ 7. 7
— [Shake 4] BHFA:  “IFH), BHEE1E. 7




AV _ﬁL
VEE:

TCPIURIBEF W &ER

TCPi4 ==
< > |==
e —~
% P T
ESTABLISED ESTABLISED
FIN
——————— Seq: 5000 ‘~——————>
ACK N7
V -
- Seq: 7000 -
FIN_WAIT 1 Ao Eop CLOSE_WAIT
&

CLOSED

FIN

v - v
FIN_WAIT 2 S 01 LAST ACK
WAIT Ack: 5001 -

ACK

Seq: 5001
Ack: 7002

Y

CLOSED

AR 55 RIS K AN E LRI W R R, A2 S IR 2 7 i Ak “iiAe”

TUFERMIE 1, RFHZERES— AR IER.



B b Ja — UORE ACKEHEAN TIME_WAIT R3S, 1A ZH

fzidt N CLOSED IRZ&SRMHER:, X N4We?

— TCP 2 FERE L 72, DARIEEIE GE IER BE HArbLes, AEE
ERE I, MMM RSP IER], BEFER A ae BN e E3E, Br
DINLESARER LB A BR L /5, #PESRPLEB “HiiL” , BIEACK
1, HURPLEEARRIRR T, izﬁm%%AzL%‘E%nfaii&%E%ii}wjﬁo SR
2B A FMEACKEL, HLESASE KA, BHANLEBEIEACKH.

2PV A o IR A IR S5 e R AR ACKELIN, 5 1] B2 K] A P 6% ] Ji5t

SEHARSG WA R, RS A2 IR AIE FIN AL, WnSRIXE 2 i

mé%lﬂ?@ﬁ% B2 M 55 e T ve W] A BIACKE 1, BTt

=P i e A A Z) S AR T IR BIACK AL 5 A4 883 ACLOSED

RS W4, BELFL ANR?

— B ALE K R AR TR, R XA (A R B H b AL 2
355, FEEVEFEHNL. XFANRCHRKAEAAR TR (MSL, Maximum
Segment Lifetime) . TIME_WAIT %54 2MSL 4 &t N CLOSED k%
ACK @%Uiiﬂ&ﬂ%%ﬁ'%%‘& MSL B [E], AR4S 28 AL FIN G40 75 2 MSL i a],
2MSL & s R 1R 15 ORI ], a5 2MSL J5 18 R 3 Ak 55 28 AR 1T
FIN £, st e2s 22U 7 ACK 1.




SOCKET PROGRAMMING
WITH TCP IN LINUX



Socket Primitives for TCP [4]

Primitive Meaning
SOCKET Create a new communication endpoint
BIND Associate a local address with a socket
LISTEN Announce willingness to accept connections; give queue size
ACCEPT Passively establish an incoming connection
CONNECT | Actively attempt to establish a connection
SEND Send some data over the connection
RECEIVE Receive some data from the connection
CLOSE Release the connection

Figure 6-5. The socket primitives for TCP.




Linux T socket() BRIk

« 1E Linux T H <sys/socket.h> kA socket() BRECR BN E R F
« JEAYA: int socket(int af, int type, int protocol);
— af Ayl (Address Family) , ik IP Hidik 287,
« AF_INET 3R/x IPv4 Hilit (INET2Z “Internet” 14 5)
« AF_INET6X /~IPv63thilil:
* AF_UNIX (local channel, similar to pipes)
* AF _ISO (I1SO protocols)
— type AR S ER PR, HHIHA SOCK_STREAM (Jikg A&
P N R B4 ~ TCP)  fl SOCK_DGRAM (BUER B 7I5iE
BB Y ~ UDP)
— protocol FonfEHihiN, & HKAE IPPROTO TCP Al IPPROTO _UDP, 4
7~ TCP A& H T UDP #£ %t . Usually set to O (i.e., use default
protocol). 5 7] f¢ 2 i S [R] — M8l A& 4 7 30, Bt LAfEsocketgm A2 7

o B[R I R BH B AR 7 AR, (This is useful in cases where some
families may have more than one protocol to support a given type of service.)

— Note: socket call does not specify where data will be coming from, nor where it
will be going to — it just creates the interface!




Address Structure (6]

Socket functions like connect(), accept(), and bind() require the use of
specifically defined address structures to hold IP address, port number,
and protocol type.

The difficulty iIs that you can use sockets to program network
applications using different protocols. For example, we can use IPv4,
IPv6, Unix local, etc. Here is the problem: Each different protocol
uses a different address structure to hold its addressing information,
yet they all use the same functions connect(), accept(), and bind() etc.

How do we pass these different structures to a given socket function
that requires an address structure?

This is how it is done: there is a generic address structure: struct
sockaddr




struct sockaddr

struct sockaddr{
sa_family t sin_family; /il (Address Family), 2 k37
char sa_data[14]; /IPHuHl AN 15

s

« This Is the address structure which must be passed to all of the socket
functions requiring an address structure.

« This means that you must type cast your specific protocol dependent
address structure to the generic address structure when passing it to
these socket functions, like connect(), accept(), and bind() etc.




|Pv4 address structure: struct sockaddr In

struct sockaddr_in{

};

sa_family t  sin_family; //Huhb 7 (Address Family), 58 & il

uint16 t sin_port; /1160 i) 5
struct in_addr sin_addr; /327 1P
char sin_zero[8]; /IAMEH, —MHOER

struct in_addr{

in_ addr t s addr; 113267 1Pk

3

1) sin_family 1 socket() B8 —NZ2000 S AR, BB A R4 — 20

2) sin_port i 15, uintl6_t K E N p T, 3R E g 15 R HUE G DY
0~65535, {H 0~1023 A I —fH £ }E/\Eaé/\ﬁf#mﬂﬁﬂ&ﬂ%ﬂ%

S)Jsin zero[ﬂﬁw%éﬁiﬁ%/\?%, WA, —MAE R memset() sREIER N 0. b
ARG A liE memset() PSRRI B EH N 0, BA RIS N R E, 3
) sin_zero HAR G2 0 T .
%ln addr_t £F 3L 34 <netinet/in.h> g )( 1

e, s addr 2 — K, ﬁ‘ﬁlPiﬂj i
B TR e

IILP
tl

4&?

T unsigned long, & A4
TREH, Fﬁuﬁﬁ;c inet_addr() 5

>




struct sockaddr & struct sockaddr _In

\

* sockaddr y&—FiiE FH MK, B] DL RERAT Z AR
IItJFJ):iE{%ﬁJ:?%?ZED?’ ﬁ‘ﬁsockaddr in =% | ] SR IPVA H

— connect(), bind()faccept() & i 2 =S 22 4 sockaddr

 sockaddr fll sockaddr in El’]ﬁf“ifal‘,l %‘Bmm%ﬁ,
sockaddrié IPHELE Al 54 FH: 3 —i#2,
sa_data %%/T SRR ZE sa_ data A, AJE Hﬂ“‘ HEIPiﬂzﬁt
ﬂlﬁﬁlj?, N “127.0.0.1:80” , RPEMIAE, WA ISR
XN T R IR R B, AR sockaddr
AL, Bl sockaddr_in KA. XHA
‘%’Miggﬁfﬁ‘ﬁﬁ SR R N N S R,

\I

HN

\

REdaat



|Pv6 Address Structure

struct in6 addr({
Union{//It is realized by the union structure on my system
uint8 t  u6 addr8[16];//unsigned char
uintleé t  u6 addrle6[8];//unsigned short
uint32 t  u6 addr32[4];//unsigned int
}  in6 u;

b s

Struct sockaddr in6{
sa family t sin6 familiy;
int port t sin6é port;
uint32 t sin6 flowinfo;
Struct 1in6 addr sin6 addr;
uint32 t sin6 scope 1d;

Iy



Establish a Socket at the Server Side 16}

* The steps involved in establishing a socket on the server side
are as following:
— 1) Create a socket with the socket() system call.

— 2) Bind the socket to an address using the bind() system call. For a server
socket on the Internet, an address consists of a port number on the host
machine.

— 3) Listen for connections with the listen() system call.

— 4) Accept a connection with the accept() system call. This call typically
blocks until a client connects with the server.

— 5) Send and receive data



#include
#include
#include
#include
#include
#include
#include

<{stdio. h>
{string. h>
<{stdlib. h>
{unistd. h»
{arpa/inet. h>
{sys/socket. h>
<{netinet/in. h>

int main() {

Linux T ffJsocketi®E T2 T
Server.c

//BIEERT, it just creates interface
int serv sock = socket(AF INET, SOCK STREAM, IPPROTO TCP); //fn%tserv sock < 0, NGIEEZ N, SIFARLE

/BB FIP, b 4h5%E

struct sockaddr in serv addr; / / TPvAhE 25 ¥ 4

memset (&serv _addr, 0, sizeof (serv addr)); /BN EFHOE T

serv_addr.sin family = AF INET; / /A F IPv4 bkt

serv_addr. sin addr.s addr = inet addr( “127.0.0.1” ); //HR&21PHuhE G B8 F 2 AHLHbEE, INADDR_ANY)
serv_addr. sin port = htons(1234) ; / /i 1

bind(serv sock, (struct sockaddr *)&serv addr, sizeof (serv addr)); //ixXHHhhlomif|4E o
//IENIRIPIRES, SR P R 1E K

listen(serv_sock, 20); / /20BN R 55w im A S, AT LA 20 N client sEEfridE
/B 1 SR

struct sockaddr in clnt addr;

socklen t clnt addr size = sizeof(clnt addr);

int clnt sock = accept (serv sock, (struct sockaddr *)&clnt addr, &clnt addr size):
ARl ¥ 8 €

char str[] = “Hello Client!”;

write(clnt sock, str, sizeof(str));

[/ R ER T

close(clnt sock); close(serv sock); return O;



More about accept()

int cInt_sock = accept(serv_sock, (struct sockaddr *)&cInt_addr, &cint_addr_size);

1) accept() returns a new socket file descriptor for the purpose of
reading and writing to the client. The original file descriptor is used
usually for listening for new incoming connections.

« 2) It dequeues the next connection request on the queue for this socket
of the server. If queue is empty, this function blocks until a connection
request arrives.

 3) Note that the last parameter of this function is a pointer. You are not
specifying the length, the kernel is and returning the value to your
application, the same with the cInt addr. After a connection with a
client is established the address of the client must be made available to
your server, otherwise how could you communicate back with the
client? Therefore, the accept function call fills in the address structure
and length of the address structure for your use.




More about accept()

int cInt_sock = accept(serv_sock, (struct sockaddr *)&cInt_addr, &cint_addr_size);

* 4) When a server receives (accepts) the client’s connection request =
It forks a copy of itself and lets the child handle the client. (make sure
your remember these Operating Systems concepts) Therefore on the
server machine, listening socket is distinct from the connect socket.




write() and read()

int write(int file_descriptor, const void *buf, size_t message_length);
int read(int file_descriptor, char *buffer, size t buffer_length);

The return value of write() function is the number of bytes written,
and —1 for failure.

What this function does is transfer the data from your application to a
buffer in the kernel on your machine, it does NOT directly transmit
the data over the network. TCP is in complete control of sending the
data and this is implemented inside the kernel.

The value returned by the read() function is the number of bytes read
which may not be buffer length. It returns —1 for failure.

read() only transfers data from a buffer in the kernel to your
application, you are not directly reading the byte stream from the
remote host, but rather TCP is in control and buffers the data for your
application.




Specifying Address
o JPipHh R 1 P T 4 i

— Int inet_aton(const char *cp, struct in_addr *inp);

— inet_aton() ¥ 2% F AL bEip(21192.168.1.10) 4 — #E I BUE, JHAF
fi fEstruct in_addrghfaH,  BIEE —A~Z%*inp, BRI JEFE R~
cpENLHIEA R, % [P0 7R EHLHBIETCRL

— MR R R AR T N He T, 3 T B9 htonl B B RN L
1 PR A O I 28 R U

o CRF 2R AE T ) 3k R EUE B A D R HER B ipit ik

— char *inet_ntoa(struct in_addr in);

— inet_ntoa PR 4% H X 28 7 1 HE e (R bk 9 pRvE R ASCH LA 5570 1)
Huhik, 12 o8 B0 [R1 435 ) 570 T B - A7 R ik (41192.168.1.10) B Fa 5,
ZERT R B S AN T EC ), X R RE AR 28 Ok FH i eR T
Jﬁé;é%ﬁé@ﬁ%%ﬁ%% (&), FrPlniR w207 1% o e 2 il

\ Ao i |



Establish a Socket at the Client Side [6]

* The steps involved in establishing a socket on the client side are
as following:

— 1) Create a socket with the socket() system call

— 2) Connect the socket to the address of the server using
the connect() system call

— 3) Send and recelive data. There are a number of ways to do this,
but the simplest is to use the read() and write() system calls.

e Notice that the client needs to know of the existence of and the
address of the server, but the server does not need to know the
address of (or even the existence of) the client prior to the
connection being established.

* Notice also that once a connection Is established, both sides can
send and receive information.




#include <stdio.h> Linux  ffJsocketi#E ~ AR T
#include <string. h> client.c

#include <stdlib. h>
#include <unistd. h>

#include <arpa/inet.h>
#include <sys/socket.h>

int main() {

/ /BB
int sock = socket (AF _INET, SOCK STREAM, 0);

/TR ds CReE TIPSR ) R EE R

struct sockaddr in serv addr;

memset (&serv_addr, 0, sizeof (serv_addr)): J /B FATEBFH O1E 78
serv_addr. sin family = AF INET; / /8 I TPvA ik

serv_addr. sin addr.s addr = inet addr( “127.0.0.1” ) ://R% 2 1PHihlk GX B AN HHE)
serv_addr. sin port = htons(1234) ; / /i I

//connect () BREHATTCP = k38 - E L IR HE

connect (sock, (struct sockaddr*)&serv _addr, sizeof (serv addr));
/ /U 55 7 A [e] ) 2 s

char buffer[40];

read (sock, buffer, sizeof (buffer)-1);

printf ("Message form server: %s\n”, buffer);

[/ R EEF

close(sock) ; return O:



SOCKET PROGRAMMING
WITH TCP IN WINDOWS



Windows T HJ socket() BRIk

« SOCKET socket(int af, int type, int protocol);
* Windows ANUE R FAE N E BN FE, Misgik il SOCKET 38

LR A A o

e Linux Fsocketi# %
* int socket(int af, int type, int protocol);



Window:

Generic:

struct SOCKADDR {
unsigned short sa_family;
char sa_data[14];

¢

IPv4 address struct:

struct sockaddr _in {
short sin_family;
unsigned short sin_port;
struct in_addr sin_addr;

char sin_zero[8];
¢
struct in_addr {
union {
struct {unsigned chars bl,s b2,s b3,s b4;} S un_b;
struct {unsigned shorts wl,s w2;} S un_w;
unsigned long S_addr;
}S un;

¥




Window | fsocketi#E 7~ F2 7

e include&Bsy
— Windows [ socket #1274 #i Winsock.dll B¢ ws2_32.d1l, 44
JRFE T %L

#include <stdio.h>
#include <winsock2.h>

#pragma comment (lib, "ws2_32.lib") //IN%% ws2_32.dll




#include <stdio.h> Window I [fJsocketiiE n AR 7 IR 55 28

= = gRNAE]

s

server.cpp

#include <winsock2.h>
#tpragma comment (lib, “ws2 32.1ib”) //hn#k ws2 32.d11

int main() {
/ /¥4 DLL
WSADATA wsaData;
WSAStartup ( MAKEWORD (2, 2), &wsaData) ;

/ /BB

SOCKET servSock = socket (PF INET, SOCK STREAM, IPPROTO TCP) ;

/ /BB E ERE Y

struct sockaddr in sockAddr;

memset (&sockAddr, 0, sizeof (sockAddr)): /RS HESHOE 78
sockAddr. sin family = PF INET; / /A8 IPv4rbhE
sockAddr. sin addr.s addr = inet addr( “127.0.0.1” ); //0] Lol B iy Al 45 25 T PHB 1
sockAddr. sin port = htons(1234) ; / /i

bind (servSock, (SOCKADDR*)&sockAddr, sizeof (SOCKADDR)) ;

//HEN T IRAS

listen (servSock, 20):

/ /W i oK

SOCKADDR clntAddr;

int nSize = sizeof (SOCKADDR) ;

SOCKET clntSock = accept (servSock, (SOCKADDR*)&clntAddr, &nSize) ;
/ /A% P i R IEEHE char *str = “Hello World!”;

send(clntSock, str, strlen(str)+sizeof (char), NULL);

/| R BT

closesocket (cIntSock) ; closesocket (servSock) ;

//#1E DLL A{E

WSACleanup () ; return O;




sinclude <stdio.h> Window | [fJsocketi#H 7~ 2725 7 Ui client.cpp

#include <stdlib. h>
#include <WinSock?2.h>
#tpragma comment (1ib, “ws2 32.1ib”) //in#Ek ws2 32.d11

int main() {
//WIUEADLL
WSADATA wsaData;
WSAStartup (MAKEWORD (2, 2), &wsaData) ;
// BB
SOCKET sock = socket (PF INET, SOCK STREAM, IPPROTO TCP) ;
// TR IR 55 2% R LT 3R
struct sockaddr in sockAddr:;
memset (&sockAddr, 0, sizeof (sockAddr)); / /BN FEATE R O0E 7R
sockAddr. sin family = PF _INET;
sockAddr. sin addr.s addr = inet addr( “127.0.0.1” ); //ixX B BEIERSS ge i ipHihl !
sockAddr. sin port = htons(1234) ;
connect (sock, (SOCKADDR*)&sockAddr, sizeof (SOCKADDR)) ;
/ [ FEWIR S5 7 A% Bl R 2L
char szBuffer[MAXBYTE] = {0}
recv (sock, szBuffer, MAXBYTE, NULL)
/ /U B B s
printf ("Message form server: %s\n”, szBuffer);
/| RFEZEF
closesocket (sock) ;
//%1E{HF DLL
WSACleanup () ; system(“pause”): return O:



Windows T f#) socket F£5 A1 Linux EERAHIE, (HATA 25
1) Windows K] socket &/ Winsock.dll 5 ws2_32.dIl, 2 Fin4 .

2) Linux {8 “SC-#R 7T BOMES:, 110 Windows {8 “SCf-A18R 7 BOMES; Linux A X
43 socket AN IE SO, 1 Windows [X 735 Linux T socket() BRI AR [FHEN int 2874,
1 Windows > SOCKET 2%, g2 AN,

) R Wi #10/1127.0.0.1, B —MFIRIPHIbE, FoRAHLHE .
int socket(int af, int type, int protocol);

4) 43 1 HhE SR IEAL S T 5, e A 2 PO K - B ? A AR R B2 =45
e ?

— NGO N T af F type WANSEUH AT LI BT 1, HAF RS B HER H ek
M, BRAFIBPZAERE DL A3 PIRIAS B B B B F55 (A Pt i SRR A e AL 4 S . iR
FATATE WA TR B, 3R R G2 M B B

5) Linux R read() / write() EEEUES, 1 Windows 1 F recv() / send() bR Uk 26 Fil
Iz

6) J< 4] socket i, Linux {8 FH close() &%, 1M Windows 1#i FH closesocket() B %



Outline of a Client-Server Network Interaction
over TCP
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Chient-Server Communication

« Communication via sockets necessitates existence of the 4-tuple:
— Local IP address
— Local Port#
— Foreign IP address
— Foreign Port#

* Server
— Passively waits for and responds to clients
— Passive socket

* Client
— Initiates the communication
— Must know the address and the port of the server
— Active socket



L_ast but not Least

e The server executes first and walits to receive;

* The client executes second and sends the first network
packet to the server.

 After initial contact, either the client or the server is capable
of sending and receiving data.
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