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Where we are in the course?

ÅStarting the Application Layer!

ÅBuilds distributed ñnetwork servicesò (DNS, Web) on transport 

services.

ÅApplication layer protocols are often part of an ñapplicationò.

ÅApplication layer messages are often split over multiple packets 

or may be aggregated in a packet.



OSI Session/Presentation Layers

Provides functions needed by users 

Converts different representations 

Manages task dialogs

Provides end-to-end delivery

Sends packets over multiple links

Sends frames over one link

Sends bits as signals 



Applications and Application Level 

Protocols

ÅThe three concepts

ïProtocol

ïService model

ïInterface

ÅNetwork application is 
more than application 
level protocols

ïClient site

ïServer site

ïApplication level 
protocol

application
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data link
physical
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Client/Server Paradigm

ÅClient
ïInitiates contact with server  

(speak first)

ïTypically request service from 
server

ïQuestion: identify who 
is/implements client in 

ÅWeb?

ÅEmail?

ÅServer
ïProvides requested service to 

clients

ïQuestion: identify who 
is/implements the server 
counterpart in
ÅWeb?

ÅEmail?

application
transport
network
data link
physical

application
transport
network
data link
physical

request

reply



Which Transport Service Does Application 

Need? - Parameters

ÅData Loss

ïLoss-tolerant applications, e.g. audio/video 

ïOther applications such as file transfer, telnet requires 100% 
reliable transmission

ÅBandwidth

ïBandwidth-sensitive applications, such as multimedia, require a 
maximum amount of bandwidth

ïElastic applications: can use whatever bandwidth available 

ÅTiming

ïSome applications such as internet telephone requires ñlow delayò 
to be effective.



Transport Service Required By Common 

Applications

Application

file transfer

e-mail

Web documents

real-time audio/video

stored audio/video

interactive games

financial apps

Data loss

no loss

no loss

loss-tolerant

loss-tolerant

loss-tolerant

loss-tolerant

no loss

Bandwidth

elastic

elastic

elastic

audio: 5Kb-1Mb

video:10Kb-5Mb

same as above 

few Kbps up

elastic

Time Sensitive

no

no

no

yes, 100ôs msec

yes, few secs

yes, 100ôs msec

yes and no



Internet Applications and Their 

Transport Layer Protocols

Application

e-mail

remote terminal access

Web 

file transfer

streaming multimedia

remote file server

Internet telephony

Application

layer protocol

SMTP [RFC 821]

telnet [RFC 854]

http [RFC 2068]

ftp [RFC 959]

proprietary

(e.g. RealNetworks)

NFS

Proprietary (private)

(e.g., Skype)

Underlying

transport protocol

TCP

TCP

TCP

TCP

TCP or UDP

TCP or UDP

typically UDP



A Brief Summary of the Evolution of the Internet

1945 1995

Memex 
Conceived

1945

WWW
Created

1989

Mosaic
Created

1993

A 
Mathematical

Theory of
Communication

1948

Packet 
Switching 
Invented

1964

Silicon
Chip
1958

First Vast 
Computer
Network

Envisioned
1962

ARPANET
1969

TCP/IP
Created

1972

Internet
Named 

and 
Goes
TCP/IP
1984

Hypertext
Invented

1965

Age of
eCommerce

Begins
1995

Copyright 2002, William F. Slater, III, Chicago, IL, USA
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DNS ð Domain Name System

ÅWhy we need DNS?

ïTheoretically Web pages, mailboxes, and other resources are 

linked to the network addresses (i.e. IP) of the computers on 

which they are stored, these address are hard for people to 

remember.

ïIf the Web server moves to a different machine with a 

different IP address, everyone needs to be told the new IP 

address.

ïConsequently, high-level, readable names were introduced in 

order to decouplemachines names from machine addresses.



DNSðDomain Name System

ÅWhat is the DNS?

ïDNS was invented in 1983. It has been a key part of the 
Internet ever since.

ïDNS is defined in RFCs 1034, 1035, 2181.

ïThe essence of DNS is the invention of a hierarchical, 
domain-based naming schemeand a distributed database 
systemfor implementing converting the machine names to 
network addresses.

ïTo map a name to an IP address, an application program 
calls a library procedure called the resolver, passing it the 
name as parameter.

ÅAn example of a resolver: gethostbynamein Fig.6-6 (socket)

ïThe query and response messages are sent as UDP packets.



DNS ïWhy Not Centric?

ÅSingle point of failure

ÅTraffic volume

ÅDistant name server means slow response

ÅScalability

ÅHistory: ARPANET begins with a single hosts.txt.
ïhosts.txt listed all the computer names and their IP 

addresses. For a network of a few hundred large 
timesharing machines, this approach worked reasonably 
well.



Hierarchy of DNS Servers
Å In order to deal with the issue of scale, the DNS uses a large number 

of servers, organized in a hierarchical fashion and distributed around 

the world.

ïThe mappings are distributed across the DNS servers.

ïTo a first approximation, there are three classes of DNS servers: root DNS 

servers, top-level domain(TLD ) DNS servers, and authoritative DNS servers.



Root Nameservers

ÅRoot (dot) is served by 13 server names

ïa.root-servers.net to m.root-servers.net

ïEach ñserverò is actually a cluster of replicated servers, for both 
security and reliability purposes.

ïAll nameserversneed root IP addresses.

ïHandled via configuration file (named.ca) (ca ½ cache)

ÅThere are 1916 distributed server instances (to Nov. 27, 2024)

ïHighly reachable, reliable service

ïMost servers are reached by IP anycast

ÅMost of the servers are present in multiple geographical locations and reached 
using anycastrouting , in which a packet is delivered to the nearest instance of a 
destination address.

ïServers are IPv4 and IPv6 reachable



Root Servers Deployment



The DNS Name Space
ÅHierarchical, starting from ñ.ò 

ÅThe top-level domains come in two flavors: generic and 

countries.



TLDs (Top-Level Domains)

ÅRun by ICANN (Internet Corp. for Assigned Names and 
Numbers)
ïStarting in 1998 (http://www.icann.org/)

Å22+ generic TLDs
ïInitially .com, .edu, .gov, .mil, .org, .net

ïAdded .aero, .museum, etc. from 2001 through .xxx in 2011.

ïDifferent TLDs have different usage policies

Å~250 country code TLDs
ïTwo letters, e.g., ñauò, plus international characters since 

2010.

ïWidely commercialized, e.g., .tv (Tuvalu )

ïMany domain hacks ( ), e.g., instagr.am (Armenia ֒
֒), goo.gl (Greenland)

http://www.icann.org/


DNS Zones
ÅTo avoid the problems associated with having only a single source of 

information, the DNS name space is divided into nonoverlapping

zones.

ÅA zone is a contiguous portion of the namespace. Each zone is 

managed by one or more nameservers.

Zones



DNS Zones (II)

ÅZones are the basis for distribution

ïEDU registrar administers .edu

ïZJU administers  zju.edu.cn

ïCS administers cs.zju.edu.cn

ÅEach zone has one or more nameserversto contact for 

information about it.



The DNS Name Space



Domain Resource Records

ÅEvery domain, whether it is a single host or a top-level 

domain, can have a set of resource recordsassociated with it. 

These records are the DNS database.

ÅFor a single host, the most common resource record is just 

its IP address, but many other kinds of resource records also 

exist.

ÅWhen a resolver gives a domain name to DNS, what it gets 

back are the resource records associated with that name.

ïThe primary function of DNS is to map domain namesonto 

resource records.



Domain Resource Records

ÅA resource record is a five-tuple. The format is as follows:

Å1) The Domain_nametells the domain to which this record 

applies. Normally, many records exist for each domain and each 

copy of the database holds information about multiple domains. 

This field is thus the primary search key used to satisfy queries.

Å2) The Time_to_livefield gives an indication of how stablethe 

record is. Information that is highly stable is assigned a large 

value; information that is highly volatile is assigned a small 

value.

Domain_nameTime_to_liveClass Type Value



Domain Resource Records
Å3) The Classfield. For Internet information, it is always IN. For non-

Internet information, other codes can be used, but in practice these are 

rarely seen.

Å4) The Typefield



Domain Resource Records

ÅAn SOArecord provides the name of the primary source of 

information about the name serverôs zone.

ÅThe A (Address) record: a 32 bit IPv4 addressof an 

interface for some host.

ÅThe corresponding AAAA, or ñquad Aò record holds a 128-

bit IPv6 address.

ÅThe MX record, it specifies the name of the host prepared to 

accept email for the specific domain.

ÅThe NS record specifies a name serverfor the domain or 

subdomain. This is a host that has a copy of the database for 

a domain.



Domain Resource Records

ÅCNAME records allow aliases to be created (macro definition). 
[7]

ÅPTRpoints to another name. it is nearly always used to 
associated a name with an IP address to allow lookups of the IP 
address and return the name of the corresponding machine. ½
reverse lookups

ÅSRVis a newer type of record that allows a host to be identified 
for a given service in a domain. This record generalizes the MX 
record that performs the same task but it is just for mail servers.

ÅSPFis also a newer type of record. It lets a domain encode 
information about what machines in the domain will send mail 
to the rest of the Internet. This helps receiving machines check 
that mail is valid.



Domain Resource Records

ÅTXT records were originally provided to allow domains to 

identify themselves in arbitrary ways.

Å5) The Valuefield. This field can be a number, a domain 

name, or an ASCII string. The semantics depends on the 

record type.







Domain Resource Records

Mail servers

Name server

A printer connected to the Internet

ѿ↓ Domain_name, 
ԋ↓ Time_to_livĕ
҈↓ Class̆
↓ Typĕ

ԓ↓ Value



DNS Resolution
ÅDNS protocol lets a host resolve any host name (domain) to 

IP address

ÅIf unknown, can start with the root nameserverand work 

down zones.

Example: flits.cs.vu.nl resolves robot.cs.washington.edu

Root server

TLD server

Authoritative server

Local DNS server



Iterative Queries (I)

ÅDefinition : An iterative DNS query is a process in which the DNS 

resolver (usually a client - side DNS server) makes a series of requests 

to different DNS servers until it gets the answer it needs. When a DNS 

resolver sends an iterative query, it starts from the root DNS servers.

ÅProcess Example: Suppose a local DNS resolver wants to resolve the 

domain name ñwww.cs.washington.eduò. see Fig. 7-6 the right part 

behind the local DNS server.

Å1)  The local DNS server first contacts a root DNS server.But The 

root DNS server doesn't know the IP address of 

www.cs.washington.edudirectly, but it knows the IP addresses of the 

top-level domain (TLD) servers (such as .eduservers). So, it responds 

to the local DNS resolver with the IP addresses of the relevant TLD 

servers.

http://www.cs.washington.edu/


Iterative Queries (II)

ÅDefinition : An iterative DNS query is a process in which the DNS 

resolver (usually a client - side DNS server) makes a series of requests 

to different DNS servers until it gets the answer it needs. When a DNS 

resolver sends an iterative query, it starts from the root DNS servers.

ÅProcess Example: Suppose a local DNS resolver wants to resolve the 

domain name ñwww.cs.washington.eduò. see Fig. 7-6 the right part 

behind the local DNS server.

Å2) The local DNS resolver then contacts the TLD server. The TLD 

server, in turn, provides the IP addresses of the authoritative DNS 

servers for the domain ñwashtington.eduò.

Å3) Finally, the local DNS resolver contacts the authoritative DNS 

server, which provides the IP address of ñwww.cs.washington.eduò.



Iterative Queries (III)

ÅAdvantages:

ïIt reduces the load on DNS servers other than the root and TLD 

servers because the local DNS resolver is doing most of the work 

in terms of following up on the referrals.

ïThe local DNS server can cache over a pool of clients for better 

performance

ÅDisadvantages:

ïThe process can be slower because the resolver has to make 

multiple requests and wait for responses from different servers. 

Also, each step in the process may introduce additional latency.



Recursive Queries (I )

ÅDefinition: A recursive DNS query is a query where the 

DNS resolver (usually a client - side DNS server) asks 

another DNS server to handle the entire resolution process. 

The client DNS server sends a single query to a recursive 

DNS server and waits for the final answer.

ÅProcess Example: see Fig. 7-6 the left part between the 

client and the local DNS server (the recursive DNS server).



Recursive Queries (II)

ÅAdvantages:

ïIt simplifies the process for the client - side DNS resolver. 

The resolver only needs to send a single query and wait for 

the response, without having to handle referrals or make 

multiple requests.

ïIt can potentially provide a faster response because the 

recursive DNS server can optimize the query process by 

using its cache. If it has previously resolved the domain name 

or has relevant information in its cache, it can return the 

answer more quickly.



Recursive Queries (III)

ÅDisadvantages:

ïRecursive DNS servers can be overloadedif they receive a large 

number of requests, especially if they have to perform a full 

resolution process for each query.

ïThere is a security riskassociated with recursive DNS servers. If a 

malicious actor can control a recursive DNS server, they can 

manipulate the results of DNS resolutions, leading to issues such 

as phishing( ) or redirectingusers to malicious websites.



DNS Caching vs. Freshness

ÅCaching reduces DNS resolution latency

ïPrevious resolutions cut out most of the process

ÅCaching reduces server load

ÅCaching delays updates

ÅThe cache will expire after some time

ïInformation is cached between 5 minutes and 72 hours (TTL: 

Time-to-Live)

ÅUpdate/notify mechanism is defined by IETF RFC 2136



Local Nameservers

ÅLocal nameserverstypically run by IT (enterprise, university, 

ISP)

ïBut may be your host or AP

ïOr alternatives, e.g. , Google public DNS

ÅClients need to be able to contact their local nameservers

ïTypically configured via DHCP



Name Servers

ÅThere are 13 root DNS servers. Most of the root servers are 

present in multiple geographical locations and reached using 

anycastrouting , in which a packet is delivered to the nearest 

instance of a destination address.

ÅRunning on top of UDP

ÅPort number: 53

ÅUser utilities: dig, http://www.netliner.com/dig.html(UNIX), 
ñnslookupò (Windows)

http://www.netliner.com/dig.html


DNS Protocol

ÅQuery and response messages

ïBuilt on UDP messages, port 53

ïARQ for reliability; server is stateless!

ïMessages linked by a 16-bit ID field

ÅService reliability via replicas

ïRun multiple nameserversfor domain

ïReturn the list; clients use one answer

ïHelp to distribute load too.

ÅSecurity is a major issue

ïNot part of initial protocols

ïDNSSEC (DNS Security Extensions)



DNS query Example: 202111 30 ѿҩDNS query ̆ᴰ ҹUDP̆

ҹ53̆ Transaction ID̔ 0x7dbc (16 bit)



DNS response Example: 202111 30 ѿҩDNS response ̆ᴰ ҹUDP̆

ҹ53̆ Transaction ID̔ 0x7dbc (16 bit)



WireShark DNS



DNS query 1: type PTR, class IN, 21.0.10.10.in-addr.arpa ( Ⱶ IP
ṕ ˻)ῒҬľin-addr.arpaέ ԍ IP ̆ ׆№ ⌠ ᶭ ף IP 
ҩ №̆ ԅѿҩҍ ᵌ ̆ Ḃ DNS Ⱶ

Ȃ



DNS response 1



DNS query 2



DNS response 2: mail.zju.edu.cn Ⱶ ip address 10.202.102.20



DNS query 3: mail.zju.edu.cn Ⱶ IPv6


