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Where we are In the course?

A Starting the Application Layer!

ABuil ds distributed finet wor k
services.

AApplication | ayer protocol s

A Application layer messages are often split over multiple pac
or may be aggregated in a packet.

Application

Transport

Network
Link
Physical

- N W = O

Figure 1-23. The reference model used in this book.



OSI Session/Presentation Layers

TCP/IP
Application
T~ Not present
_}—"/inthe model
Transport
Internet /
Link /

oSl
Provides functions needed by users7 Application
Converts different representations | 6 Presentation
Manages task dialogs 5 Session
Provides endo-end delivery 4 Transport
Sends packets over multiple links |3 Network
Sends frames over one link 2 Data link
Sends bits as signals 1 Physical

Figure 1-21. The TCP/IP reference model.



Applications and Application Level
Protocols

application
ranspor

network

data link

physical

ranspor

network

data link

physical
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ranspor

network

data link

physical

A The three concepts
i Protocol
I Servicemodel
I Interface

A Network application is
more than application
level protocols
i Client site
I Server site

I Application level
protocol



Client/Server Paradigm
A Client

B I Initiates contact with server
Fanapor (speak first)

network

et i Typically request service from
server

I Question: identify who
Is/implements client in
A Web?
A Email?

A Server
reply i Provides requested service to

clients
application . . . .
oo i Question: identify who

METWOTK Is/implements the server

: 5 data link .
<@‘@ <@§ physical Counterpart INn
A Web?
A Email?




Which Transport Service Does Application
Need?- Parameters

A Data Loss
I Losstolerant applications, e.g. audio/video

I Other applicationsuch as file transfer, telnet requires 100%
reliable transmission

A Bandwidth

I Bandwidthsensitive applications, such as multimedia, require
maximum amount of bandwidth

I Elastic applications: can use whatever bandwidth available
A Timing
I Someapplications uch as I nternet tel
to beeffective.



Transport Service Required By Commor
Applications

Application Dataloss Bandwidth Time Sensitive
file transfer no loss elastic no
e-mail no loss elastic no
Web documents loss-tolerant elastic no
real-time audio/video loss-tolerant audio: 5Kb-1Mb y e s, rhsed 0 s

video:10Kb-5Mb
stored audio/video loss-tolerant same as above Yes, few secs
interactive games loss-tolerant  few Kbps up yes, rhsed 0 s
financial apps no loss elastic yes and no




Internet Applications and Their
Transport Layer Protocols

Application Underlying
Application layer protocol transport protocol
e-mail SMTP [RFC 821] TCP
remote terminal access telnet [RFC 854] TCP
Web  http [RFC 2068] TCP
file transfer ftp [RFC 959] TCP
streaming multimedia  proprietary TCP or UDP
(e.d. RealNetworks)
remote file server NFS TCP or UDP
Internet telephony  Proprietary (private) typically UDP

(e.g., Skype)




A Brief Summary of the Evolution of the Internet

Age of
eCommerce
Mosaic | Begins
WWW | Created 1995
Internet | Created| 1993
Named 1989
and
Goes
TCP/IP | TCP/IP
Created| 1984
ARPANET| 1972
1969
Hypertext]
Invented
Packet 1965
Switching
First Vast | |nvented
Computer 1964
N Network
Silicon| Envisioned
A Chip 1962
Mathematical | 1958
Theory of
Memex | Communicatiof
Conceivey 1948
1945
1945 1995

Copyright 2002, William F. Slater, IIl, Chicago, IL, USA
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DNS0 Domain Name System

A Why we need DNS?

I Theoretically Web pages, mailboxes, and other resources
linked to the network addresses (i.e. IP) of the computers
which they are stored, these address are hard for people
remember.

T If the Web server moves to a different machine with a
different IP address, everyone needs to be told the new ||
address.

I Consequently, highevel, readable names were introduced
order todecouplemachines names from machine address




DNSO Domain Name System

A What is the DNS?

I DNS was invented in 1983. It has been a key part of the
nternet ever since.

I DNS is defined in RFCs 1034, 1035, 2181.

I The essence of DNS is the inventioradiierarchical,
domain-based naming schemanda distributed database
systemfor implementing converting the machine names t
network addresses.

I To map a hame to an |IP addressan application program
calls a library procedure calld¢ide resolver, passing it the
name as parameter.

A An example of a resolvegethostbynama Fig.6-6 (socket)
I The query and response messages are selfidRpackets




DNST Why Not Centric?

A Single point of failure

A Traffic volume

A Distant name server means slow response
A Scalability

A History: ARPANET begins with a singleosts.txt

I hosts.txlisted all the computer names and their IP
addresses. For a network of a few hundred large
timesharing machines, this approach worked reason:
well.



Hierarchy of DNS Servers

A In order to deal with the issue of scale, the DNS uses a large nur
of servers, organized in a hierarchical fashion and distributed aro
the world.

I The mappings are distributed across the DNS servers.

I To a first approximation, there are three classes of DNS semet®©NS
serversiop-level domain(TLD ) DNS servers, anduthoritative DNS servers.

Root DNS servers

com DNS servers org DNS servers edu DNS servers
yahoo.com amazon.com pbs.org poly.edu umass.edu
DNS servers DNS servers DNS servers DNS servers DNS servers

Figure 2.19 ¢ Portion of the hierarchy of DNS servers



Root Nameservers

A Root (dot) is served by 13 server names
I arootservers.net to m.rogervers.net
i Each nser v acluteriofsepleated seaveérdfoy both
security and reliability purposes
I All nameservereeed root IP addresses.
I Handled via configuration file (hamed.ca) {¢acache

A There are 1916 distributed server instances (to Nov. 27, 202

I Highly reachable, reliable service

I Most servers are reached IByanycast

A Most of the servers are present in multiple geographical locations and reac
usinganycastrouting, in which a packet is delivered to the nearest instance

destination address
I Servers are IPv4 and IPv6 reachable



Root Servers Deployment
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The DNS Name Space

AHi erarchical, starting foi
A The toplevel domains come in two flavors: generic and

=7
/

Generic - |- Countries -
aero com edu gov museum org net --. au ip uk us nl---
cisco  washington acm ieee edu ac co vu  oce
eng cs  eng jack il uwa keio nec cs law
robot cs  csl filts  fluit

Figure 7-1. A portion of the Internet domain name space.



TLDs (Top-Level Domains)

A Run by ICANN (Internet Corp. for Assigned Names and
Numbers)

I Starting in 1998Http.//www.icann.org)

A 22+ generic TLDs
I Initially .com, edu .gov, .mil, .org,.net
I Added .aero, .museum, etc. from 2001 through .xxx in 2C
I Different TLDs have different usage policies

A ~250 country code TLDs

I Two | etters, e. g.
2010.

I Widely commercialized, e.gty.(Tuvalu 1)

i Many domain hacks (), e.g., instagr.am (Armenia
), goo.gl Greenland)

, ARauo, |


http://www.icann.org/

DNS Zones

A To avoid the problems associated with having only a single sourc
Information, the DNS name space is divided mbmoverlapping
zones

A A zone is a contiguous portion of the namespBeeh zone is

managed by one or morenameservgrsh Countrioe .

SRR OIOT T IOROEOIOIOROROR

Figure 7-5. Part of the DNS name space divided into zones (which are circled).

cisco| \washington

eng




DNS Zones (I1)

A Zones are the basis for distribution
I EDU registrar administersdu
I ZJU administers zju.edu.cn
I CS administers cs.zju.edu.cn

A Each zone has one or marameserver contact for
Information about it




The DNS Name Space

Domain Intended use Start date | Restricted?
com Commercial 1985 No
edu Educational institutions 1985 Yes
gov Government 1985 Yes
int International organizations | 1988 Yes
mil Military 1985 Yes
net Network providers 1985 No
org Non-profit organizations 1985 No
aero Air transport 2001 Yes
biz Businesses 2001 No
coop Cooperatives 2001 Yes
info Informational 2002 No
museum | Museums 2002 Yes
name People 2002 No
pro Professionals 2002 Yes
cat Catalan 2005 Yes
jobs Employment 2005 Yes
mobi Mobile devices 2005 Yes
tel Contact details 2005 Yes
travel Travel industry 2005 Yes
XXX Sex industry 2010 No

Figure 7-2. Generic top-level domains.



Domain Resource Records

A Every domain, whether it is a single host or al®gel
domain, can hava set of resource recordssociated with |
These records atbe DNS database

A For a single host, the most common resource record is
its IP address, but many other kinds of resource record:
exist.

A When a resolver gives a domain name to DNS, what it ¢

back are the resource records associated with that nam

I The primary function of DNS is to mammain nhamesonto
resource records




Domain Resource Records

A A resource record isfive-tuple The format is as follows:

Domain_namdime_to liveClass Type Value

A 1) TheDomain_naméells the domain to which this record
applies. Normally, many records exist for each domain and
copy of the database holds information about multiple doma
This field is thudhe primary search keyused to satisfy querie

A 2) TheTime to_livefield gives an indication of hoatablethe
record is. Information that is highly stable is assigned a larg:
value; information that is highly volatile is assigned a small
value.




Domain Resource Records

A 3) TheClassfield. For Internet information, it is always Iifor non
Internet information, other codes can be used, but in practice the
rarely seen.

A 4) TheTypefield

Type Meaning Value
SOA Start of authority Parameters for this zone
A |IPv4 address of a host 32-Bit integer
AAAA |Pv6 address of a host 128-Bit integer
MX Mail exchange Priority, domain willing to accept email
NS Name server Name of a server for this domain
CNAME | Canonical name Domain name
PTR Pointer Alias for an |IP address
SPF Sender policy framework | Text encoding of mail sending policy
SRV Service Host that provides it
TXT Text Descriptive ASCII text

Figure 7-3. The principal DNS resource record types.



Domain Resource Records

A An SOArecord provides the name of the primary source
Il nformati on about the nan

A TheA (Address) recorda 32 bit IPv4 address an
Interface for some host.

A The correspondingAAA, or fiquad ®&XP8
bit IPv6 address

A TheMX record,it specifies the name of the host prepare
accept email for the specific domain

A TheNS record specifiea name serveor the domain or
subdomain. This is a host that has a copy of the databa
a domain.




Domain Resource Records

A [C73]NAI\/IE records allow aliases to be created (macro definitio

A PTRpoints to another name. it is nearly always used to
associated a name with an IP addresdltav lookups of the IP
address and return the name of the corresponding maghine
reverse lookups

A SRVis a newer type of record that allows a host to be identii
for a given service in a domain. This record generalizes the
record that performs the same task but it is just for mail serv

A SPFis also a newer type of record. It lets a domain encode
iInformation about what machines in the domain will send m:
to the rest of the Internekhis helps receiving machines checl
that malil is valid




Domain Resource Records

A TXT records were originally provided to allow domains t
identify themselves in arbitrary ways.

A 5) TheValuefield. This field can be a number, a domain
name, or an ASCII string. The semantics depends on th
record type.



B C:\Windows\system32\cmd.exe - nslookup

C:\Users\Xiqun>nslookup
PRIANIRSS 28 dnsT. zju. edu. en
10. 10. 0. 21

> zJju. edu. cn
dnsl1. zju. edu. cn
10. 10. 0. 21

zju. edu. cn MX preference = 10, mail exchanger = mail. zju. edu. cn
z ju. edu. cn nameserver = dnsl. zju. edu. cn
mail.zju. edu. cn internet address 10. 202. 102. 20
dnsl1. zju. edu. cn internet address 10.10.0. 7
dnsl. zju. edu. cn AAAA [Pv6 address = 2001:da8:e000:94::7
> set g=ptr
> 114.132.58. 6
- dnsl. zju. edu. cn
Address: 10.10.0. 21

FEBLERL 2 -

6. 58. 132. 114. in—addr. arpa name = bgl. exmail. gqq. com

. in—addr—servers. arpa

. in—addr—servers. arpa

. in—addr—servers. arpa

. in—addr—servers. arpa

. in—addr—servers. arpa

. in—addr—servers. arpa

199. 180. 182. 53
199. 253. 183. 183
196. 216. 169. 10
200. 10. 60. 53
203. 119. 86. 101
193.0.9.1
2620:37:2000: :53
2001:500:87::87
2001:43f8:110::10
2001:13¢7:7010: :53
2001:dd8:6::101
2001:67c:e0::1

in—addr. arpa nameserver
in—addr. arpa nameserver
in—addr. arpa nameserver
in—addr. arpa nameserver
in—addr. arpa nameserver
in—addr. arpa nameserver
. in—addr—servers. arpa internet address
. in—addr-servers. arpa internet address
. in—addr—servers. arpa internet address
. in—addr—servers. arpa internet address
. in—addr-servers. arpa internet address
. in—addr—servers. arpa internet address
. in—addr—servers. arpa AAAA IPv6 address
. in—addr-servers. arpa AAAA IPv6 address
. in—addr-servers. arpa AAAA IPv6 address
. in—addr—servers. arpa AAAA IPv6 address
. in—addr-servers. arpa AAAA IPv6 address
. in—addr-servers. arpa AAAA IPv6 address
set g=mx
126. com
22 B8

[NV &0 T O O a0 T Q



> set g=ns

> Www. z Jju. edu. ¢cn

Ak%2%: dnsl. zju. edu. cn
Address: 10.10.0. 21

z ju. edu. cn
primary name server = dnsl.zju. edu. cn
responsible mail addr = root. zju. edu. ¢cn
serial 2016112808
refresh = 10800 (3 hours)
retry 3600 (1 hour)
expire 604800 (7 days)
default TTL = 30 (30 secs)
> set g=ns
> www. baidu. com

Hk5s2%: dnsl. zju. edu. cn
Address: 10.10.0. 21

FEBUBN E -

www. baidu. com  canonical name = www. a. shifen. com

a. shifen. com
primary name server = nsl.a. shifen. com
responsible mail addr = baidu dns master. baidu. com
serial 2312080044
refresh = 5 (5 secs)
retry 5 (5 secs)
expire 2592000 (30 days)
default TTL = 3600 (1 hour)




Domain Resource Records

. Authoritative data for cs.vu.nl

cs.vu.nl.
cs.vu.nl.
cs.vu.nl.
cs.vu.nl.

star
zephyr
top
WwWw
ftp

flits
flits
flits
flits
flits

rowboat

little-sister

laserjet

86400
86400
86400
86400

86400
86400
86400
86400
86400

86400
86400
86400
86400
86400

IN
IN
IN
IN

IN
IN
IN
IN
IN

IN
IN
IN
IN
IN

IN
IN
IN
IN

IN

SOA
MX
MX
NS

CNAME
CNAME

A
A
MX
MX
MX

A
MX
MX
A

A

star boss (9527,7200,7200,241920,86400)

1 zephyr
2 top

star

130.37.56.205
130.37.20.10
130.37.20.11
star.cs.vu.nl
zephyr.cs.vu.nl

130.37.16.112
192.31.231.165
1 flits

2 zephyr

3 top

130.37.56.201
1 rowboat

2 zephyr
130.37.62.23

192.31.231.216

Mail servers
Name server

W ! Domain_name
H | Time_to_live
Al Class

l Type
nl Value

A printer connected to the Internet

Figure 7-4. A portion of a possible DNS database for cs.vu.nl.




DNS Resolution

A DNS protocol lets a host resolgay host name (domain) t
P address

A If unknown, can start with the ronameserveand work
down zones.

Example:flits.cs.vu.nlresolvesrobot.cs.washington.ede
5 Root name server ROOt server

(a.root-servers.net)

Edu name server

._Q
% (a.edu-servers.net) TLD server
% — | |
10: robot.cs.washington.edu \
filts.cs.vu.nl Local ‘\

5: query
? Cs W
ashi uw
Originator (cs.vu.ni) B Ngton.eqy 5
name server % 5> name server

UWCS o
g name server Authoritative server

Figure 7-6. Example of a resolver looking up a remote name in 10 steps.



Iterative Queries (I)

A Definition: An iterative DNS query is a process in which the DNS
resolver (usually a clientside DNS server) makes a series of regu
to different DNS servers until it gets the answer it nedtdwen a DNS
resolver sends an iterative guery, it starts from the root DNS serv

A Process Example: Supposeal DNS resolver wants to resolve th
domai nwwame siiwashi ngt-6therightipard .
behind the local DNS server.

A 1) The local DNS server first contagtsoot DNS serverBut The
root DNS server doesn't know the IP addadss
www.cs.washington.eddirectly, but it knows the IP addresses of tr
top-leveldomain (TLD) serverss{uich aseduserver$. So, it responds
to the local DNS resolver with the IP addresses of the relevant Tl

servers



http://www.cs.washington.edu/

lterative Queries (l1)

A Definition: An iterative DNS query is a process in which the DNS
resolver (usually a clientside DNS server) makes a series of regu
to different DNS servers until it gets the answer it nedtdwen a DNS
resolver sends an iterative guery, it starts from the root DNS serv

A Process Exampl&uppose a local DNS resolver wants to resolve
domai n name nwww. cs . w-&thdright gatt o
behind the local DNS server.

A 2) The local DNS resolver then contacts the TLD server. The TLEC
server, in turn, provides the IP addresses of the authoritative DN
servers forthedomafmwas ht i ngt on. eduo.

A 3) Finally, thelocal DNS resolver contacts the authoritative DNS
server, which provides the IP addressiokww. ¢ s . was hi




Iterative Queries (lll)

A Advantages:

I It reduces the load on DNS servers other than the root and TL
servers because the local DNS resolver is doing most of the v
In terms of following up on the referrals

I The local DNS server can caabweer a pool of clients for better
performance
A Disadvantages:

I The process can Isower because the resolver has to make
multiple requests and wait for responses from different server:
Also, each step in the process may introduce additional latenc



Recursive Queries )

A Definition: A recursive DNS query is a query where the
DNS resolver (usually a clienside DNS server) asks
another DNS server to handle the entire resolution proc
The client DNS server sends a single query to a recursi
DNS server and waits for the final answer

A Process ExampleseeFig. 7-6 theleft partbetween the
client andthe local DNSserver (the recursive DNS servel



Recursive Queries (l1)

A Advantages:

I It simplifies the process for the cliendide DNS resolver.
The resolver only needs to send a single query and walit"
the response, without having to handle referrals or make
multiple requests.

I It can potentially provide a faster response because the
recursive DNS server can optimize the query process by
using itscache If it has previously resolved the domain na
or has relevant information in its cache, it can return the
answer more quickly.



Recursive Queries (1)

A Disadvantages:

I Recursive DNS servers can deerloadedf they receive a large
number of requests, especially if they have to perform a full
resolution process for each query.

I There is aecurity riskassociated with recursive DNS servers. |
malicious actor can control a recursive DNS server, they can
manipulate the results of DNS resolutions, leading to issues s
asphishing( ) or redirectingusers to malicious website:



DNS Caching vs. Freshness

A Caching reduces DN@solution latency
I Previous resolutions cut out most of the process

A Caching reduces server load
A Caching delays updates

A The cache will expire after sortiene

I Information is cached between 5 minutes and 72 hours (TTL:
Time-to-Live)

A Update/notify mechanism is defined B§TF RFC 2136




| ocal Nameservers

A Local nameservergypically run by IT (enterprise, universi
ISP)

I But may be your host or AP
I Or alternatives, e.g. , Google public DNS

A Clients need to be able to contact their loaheservers
I Typically configured via DHCP



Name Servers

A There are 13 root DNS servehost of the root servers are
present in multiple geographical locations and reached usin
anycastrouting, in whicha packet is delivered to the nearest
Instance of a destination address

A Running on top ofJDP
A Port number53

A Userutilities: dig, http:/Avww.netliner.com/dig.htm{UNIX),
Ainslookum ( Wi ndows)



http://www.netliner.com/dig.html

DNS Protocol

A Query and response messages
I Built on UDP messages, poB3
I ARQ for reliablility; server is stateless!
I Messages linked by 16-bit ID field

A Service reliability via replicas
I Run multiplenameserverir domain
I Return the list; clients use one answe

Client Server

Query
1D =0x1234

Response

I Help to distribute load too. D - Ox1234

A Security is a major issue

I Not part of initial protocols
I DNSSEC (DNS Security Extensions)
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H(F)  YREE(E) #MEV) BEER(G) RO oA HIHS) EBIEY) FXkW) THET  #FEH)

ma® RNE Qe=mEGF S = @ Q @ F
(W dns [X] -] +
No. Time Source Destination Protocol  Length Info "
1» 79 6.811295 fe80@::1c4e:1c03:836.. fe80::1 DNS 181 Standard query @x7dbc AAAA 3eb1995.ra.gladns.com
- 80 6.021890 fe80::1 fe80::1cde:1c@3:836.. DNS 101 Standard query response ©@x7dbc AAAA 3eb1995.ra.gladns.com
95 6.927833 fe80@::1c4e:1c03:836.. fe80::1 DNS 101 Standard query @xdeb7 AAAA 3ebl995.ra.gladns.com
96 6.937549 fe80::1 fe80::1cd4e:1c03:836.. DNS 101 Standard query response ©xd@b7 AAAA 3eb1995.ra.gladns.com
98 7.131604 fe80::1c4e:1c03:836.. fe80::1 DNS 97 Standard query @x9697 A crl3.digicert.com -

Frame 79: 181 bytes on wire (808 bits), 101 bytes captured (808 bits) on interface \Device\NPF_{77D63899-D7EC-4653-872F-4B1C8333ED43}, id @
Ethernet II, Src: RealtekS_74:cd:36 (09:e0:4c:74:cd:36), Dst: HuaweiTe_92:16:64 (b4:b0:55:92:16:64)
Internet Protocol Version 6, Src: fe80::1c4e:1c¢P3:8369:d21f, Dst: fe86::1
~ User Datagram Protocol, Src Port: 59291, Dst Port: 53
Source Port: 59291
Destination Port: 53
Length: 47
Checksum: @x8bld [unverified]
[Checksum Status: Unverified]
[Stream index: @]
[Timestamps]
UDP payload (39 bytes)
~ Domain Name System (query)
Transaction ID: @x7dbc
Flags: ©x0100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @

Queries
[Response In: 88]
1c 83 83 69 d2 1f fe 89 00 00 60 90 00 00 00 00 i A
9030 00 00 00 90 60 81 e7 b @0 35 9@ 2f 8b 1d LI 5-/
01 60 00 91 00 00 00 00 00 08 67 33 65 62 31 39 3eb19

39 35 92 72 61 06 67 6¢c 61 64 6e 73 93 63 6f 6d 95:-ra-gl adns-com
00 00 1c @8 01

v

O 7 ldentification of transaction (dns.id), 2 byte(s) 4 5407 - BE: 409 (7.6%) BLE: Default

ﬂ L EitEAHTER =} 2 : =

DNS query Example: 202111 30 Wae DNS query =~ D 4 UDP
o ~ W 53 Transaction ID 0x7dbc (6 bif)




M LR 2 - =] X
H(F)  YREE(E) #MEV) BEER(G) RO oA HIHS) EBIEY) FXkW) THET  #FEH)

| e RE QEaEbEF == @ @ Q F
(W dns [X] -] +
No. Time Source Destination Protocol  Length Info "
T» 79 6.811295 fe80@::1c4e:1c03:836.. fe80::1 DNS 101 Standard query @x7dbc AAAA 3eb1995.ra.gladns.com
- : ijeSB::l fe80::1cde:1c03:836.. DNS 101 Standard query response ©@x7dbc AAAA 3eb1995.ra.gladns.com
fe80::1cd4e:1c0@3:836.. fe80::1 DNS 101 Standard query @xdeb7 AAAA 3ebl995.ra.gladns.com
fe80::1 fe80::1c4e:1c03:836.. DNS 101 Standard query response @xd@b7 AAAA 3eb1995.ra.gladns.com
98 7.131604 fe80::1c4e:1c03:836.. fe80::1 DNS 97 Standard query @x9697 A crl3.digicert.com -
Frame 80: 181 bytes on wire (808 bits), 101 bytes captured (808 bits) on interface \Device\NPF_{77D63899-D7EC-4653-872F-4B1C8333ED43}, id @ ~

Ethernet II, Src: HuaweiTe_92:16:64 (b4:b0:55:92:16:64), Dst: RealtekS_74:cd:36 (00:e0:4c:74:cd:36)
Internet Protocol Version 6, Src: fe80::1, Dst: fe80::1c4e:1c03:8369:d21f
~ User Datagram Protocol, Src Port: 53, Dst Port: 59291
Source Port: 53
Destination Port: 59291
Length: 47
Checksum: ©x8813 [unverified]
[Checksum Status: Unverified]
[Stream index: @]
[Timestamps]
UDP payload (39 bytes)
~ Domain Name System (response)
Transaction ID: @x7dbc
Flags: @x8580 Standard query response, No error
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @

Queries
[Request In: 79] v
00 00 00 00 00 @1 fe 80 0O @O 0O 0B 08 00 1c 4de N "
0030 1c 03 83 69 d2 1f @0 35 e7 9b 00 2f 88 13 i5 .o/
85 80 00 ©1 00 90 00 60 00 90 07 33 65 62 31 39  ..ce--n- .--3eb19

39 35 82 72 61 V6 67 6¢C 61 64 6e 73 @3 63 6f 6d 95-ra-gl adns-com
e VO 1co®O 2  saee

v

O ¥ Identification of transaction (dns.id), 2 byte(s) 434H: 392569 « BEIR: 4540 (1.2%) BLE: Default
e ; — A . 1510
ﬂ PO TERASTER = - R P i

DNS response Example: 202111 30 W @ DNS response™ D 4 UDP
o ~ W 53 Transaction ID 0x7dbc (L6 bif)



£ *WLAN - =] x
M) EAE(E)  WE(V) BERG) RO o(A)  HIHS) EBIE(Y)  FE(W) TE(T)  #FBENH)

made X Qea=mEF I = @ § § F
(W ]ip. addr—10. 162. 32. 97 [¥] -]+
No. Time Source Destination Protocol  Length Info ~
2343 48.270525 A.162.32.9 2.217.168.74 66 [TCP Retransmission] 58740 - 443 [SY Seq=0 Win=¢ B Len=0 MSS=146
23 19.126219 1.162.32.97 142.251.42.234 66 [TCP Retransmission] £ 443 & ) Win=64240 Len=0@ MSS=
23 1.42.234 . 66 [TCP Retransmission] 42 » 443 eq=0 Wi 40 Len=@ MSS=
PEL o’ 66 [TCP Retransmission] 58738 443 [SYN] S 9 Win=6
23 66 [TCP Retransmission] 58739 - 443 [S g Win=6 0 MS
25 8 : . 66 [TCP Retransmission] 58732 - 443 1 eq=0 Wi @ Len=0 MS
2618 51.492011 10.162.32.97 142.251.43. 0 66 [TCP Retransmission] 33 443 eq=0 Win=64240 Len=0 MSS=
2619 51.847853 10.162.32.97 10.10.0.21 DNS 83 Standard query 0x0001 PTR 21.0.10.10.in-addr.arpa
2620 51.850593 10.10.0.21 10.162.32.97 DNS 142 Standard query response ©@x@001 PTR 21.0.10.10.in-addr.arpa PTR dnsl.zju...
2621 51.851172 10.162.32.97 10.10.0.21 DNS 75 Standard query 8x0002 A mail.zju.edu.cn
2622 51.852943 10.10.0.21 10.162.32.97 DNS 126 Standard query response @x0002 A mail.zju.edu.cn A 10.202.102.20 NS dnsl..
~ 2623 51.853138 10.162.32.97 10.10.0.21 DNS 1 75 Standard query @x8003 AAAA mail.zju.edu.cn
L 2624 51.855101 10.10.9.21 10.162.32.97 DNS 121 Standard query response ©x9003 AAAA mail.zju.edu.cn SOA dnsl. Zju edu.cn

>1.950234 S [ 1IN £ 51.42.23¢ 66 [TCP Retransmission] 58734 - 443 [SYN] Seq=0 d b
2.276451 9.162.32.97 172.217.160.74 66 [TCP Retransmission] 58748 - 443 [SYN] Seq=0 Win=6 Len=0 MSS=146@ WS..
2.410442 10.16 .97 142.251.42.234 0 66 [TCP Retransmission] 58735 -» 443 [S Seq=0 Wi 10 Len=@ MSS=1460 WS..

3.000611 16 .9 42.251.42.234 . 66 [TCP Retransmission] 58736 - 443 [S Seq=0 Wi 40 Len=0
38139 0.16 -2 42.251. 34 66 Retranqnlsslnn] 56/41 > 443 [S ’ Vi 0 Len:@

~ Frame 2623: 75 bytes on wire (600 bits), 75 bytes captured (600 bits) on interface \Device\NPF {A24DE49A D22D-4008-9797- 23DA5F9C48CA}, id @ "
Interface id: @ (\Device\NPF_{A24DE49A-D22D-4000-9797-23DA5FACA8CA})
Encapsulation type: Ethernet (1)
Arrival Time: Jan 18, 2023 10:24:47.245910000 H [E 5L} [A]
[Time shift for this packet: ©.000000800 seconds]
Epoch Time: 1674008687.245910000 seconds M
74 3a 20 b9 e8 02 34 2e b7 de dd de 08 00 45 B0 t: 4. E
90 3d 50 co 00 90 80 11 @0 0P Pa a2 20 61 Pa Ba =P a
@0 15 e3 1f 80 35 @0 29 35 5c 90 @3 91 00 @0 81 5-) 5\
PO 60 00 00 PO 00 4 6d 61 69 6C ©3 7a 6a 75 B3 m ail-zju
65 64 75 02 63 6e 00 00 1c 00 ©1 edu-cn

wireshark_WLANIWCTY1. pcapng 4r4H: 10383 - EEAR: 2859 (27.5%) FLE: Default

ﬂ L ERAN#TER . - @scmy ~ = 7 d zo;gf/m &

WireShark DNS ’



A= iy Kold M Wireshark - 534 2619 - WLAN - o x

bl tm  BE (7]
Lj 814]) o # Frame 2619: 83 bytes on wire (664 bits), 83 bytes captured (664 bits) on interface \Device\NPF_{A24DE49A |
=4 L EEEEE A Ethernet II, Src: IntelCor_de:dd:de (34:2e:b7:de:dd:de), Dst: NewH3CTe_b9:e8:02 (74:33:20:b9:e8:02)
*ﬁﬁ tg- oA BEEE - Internet Protocol Version 4, Src: 10.162.32.97, Dst: 10.10.0.21
B B v User Datagram Protocol, Src Port: 58141, Dst Port: 53
P Source Port: 58141 | A
e Destination Port:
WG = [ 1 Length: 49 o
Checksum: 0x3564 [unverified]
(A [ ip. addr=10. 162. 32. 97 [Checksum Status: Unverified] [X] -+
No. 1 ime [Stream index: 2]

MSS=1460 .
Len=0 MSS=1460 WS..
Len=68 MSS=1460 WS..
Len=0 MSS=1460 WS..
MSS=1460
MS55=1460

MSS=1460

.270525 [Timestamps]
.120219 UDP payload (41 bytes)
-330119 v Domain Name System (query)
9.570280 Transaction ID: ©x@001
-376349 Flags: 0x010@ Standard query
1.130168 Questions: 1
1.492911 Answer RRs: ©

I .847853 Authority RRs: @
2620 51.850593 Additional RRs: @

2621 51.851172 v Queries

2622 51.852943 v 21.0.10.10.in-addr.arpa: type PTR, class IN
2623 51.853138 Name: 21.0.10.10.in-addr.arpa
.855101 [Name Length: 23]
1.950234 [Label Count: 6]
.276451 Type: PTR (domain name PoinTeR) (12)
.410442 Class: IN (@xeee1)

3.000611 [Response In: 2620]
.130130

rpa PTR dnsl.zju...

02.162.20 NS dnsl..

dnsl.zju.edu.cn
Len=0 MS5=1460 WS..
MSS=1460 WS..
MSS=1460 WS..
MSS=1460 WS..
MSS=1460 WS..

530 % < >
v Frame 2619: 83 bytes 0000 74 3a 20 b9 e8 02 EFYFTINF de dd de 08 00 45 0¢ t: ---[HH E ~ A}, id @

Interface id: @ ( 00 45 50 be 00 00 89 11 ©0 00 Ba a2 20 61 Ba Qa EP a

Encapsulation typ 00 15 e3 1d 00 35 00 31 35 64 00 01 01 00 00 01 5-1 5d Y

Arrival Time: Jan

[Time shift for t Close —

Epoch Time: 16740 — ! v
< >
o+ ] 1] 3840 x 2400 100% (= [ | +
n L HRAHGTEE Pec>, & @ , I

DNS query -1 type PTR, class IN, 21.0.10.1ddr.arpa ( F P
p )N T I in-addrarp& Gl IP il Nt [ w 9§ |IP
Ne Ng vWaeb 3 “ B DNS F

A



&

®

X

¢ 4

(W ip. addr==10. 162. 32. 97

No.

Time
.2708525
.120219

9.330119
.570280
.376349
.130108
.492011

.847853
.850593

.851172
.852943
.853138
.855101
.950234
.276451
2.410442
.000611
.130130

240

Frame 2620: 142 bytes (¢
Ethernet II, Src: NewH3
Internet Protocol Versi

~ User Datagram Protocol
Source Port:

0030

Q

n O i A#TESR

34
00
20
00
30
ac
64

2e
80
61
a1
Q7
5[}
6e

b7
cd
00
00
69
01
73

de
11
35
a1
be
co
31

53
Destination Port:

dd
00
e3
00
2d
Qc
03

58
de
00
1d
01
61
00
7a

wireshark WLANIWCTYL. pcaj

M Wireshark - 5348 2620 - WLAN

v Domain Name System (response)
Transaction ID: @x@801
Flags: 0x85860 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 1
Additional RRs: 1
~ Queries
v 21.0.10.16.in-addr.arpa: type PTR, class IN
Name: 21.0.10.10.in-addr.arpa
[Name Length: 23]
[Label Count: 6]
Type: PTR (domain name PoinTeR) (12)
Class: IN (©x0001)
v~ Answers
v 21.0.10.10.1in-addr.arpa: class IN, dnsl.zju.edu.cn
Name: 21.0.10.10.in-addr.arpa
Type: PTR (domain name PoinTeR) (12)
Class: IN (©x0001)
Time to live: 86400 (1 day)
Data length: 17
Domain Name: dnsl.zju.edu.cn
~ Authoritative nameservers
v 16.in—addr.arpa:|type NS,|c1ass IN, ns dnsl.zju.edu.cn
Name: 10.in-addr.arpa
Type: NS (authoritative Name Server) (2)
Class: IN (©x0001)
Time to live: 86408 (1 day)
Data length: 2
Name Server: dnsl.zju.edu.cn
~ Additional records
dnsl.ziu.edu.cn: tvpe A, class IN. addr 10.10.0.8

DNS response ~ 1

MSS=1460
MS5=1460
MSS=1460
0 MS5=1460
MSS=1460
MSS5=1460
MSS=1460

2.102.20 NS dns1..

dnsl.zju.edu.cn
en=@ MSS=1468 WS..
en=0 MSS5=1460 WS..

en=0 MSS5=1468 WS..
en=0 MSS=1460 WS..
en=0 MSS=1468 WS..

ISCA}, id @ A

El# . Default
11:14
B

........ g { ) 2023/1/18




F| M Wireshark - 4348 2621 - WLAN - [u} X
;

Frame 2621: 75 bytes on wire (600 bits), 75 bytes captured (600 bits) on interface \Device\NPF_{A24DE49A
Ethernet II, Src: IntelCor_de:dd:de (34:2e:b7:de:dd:de), Dst: NewH3CTe_b9:e8:02 (74:3a:20:b9:e8:02)
Internet Protocol Version 4, Src: 10.162.32.97, Dst: 10.10.0.21
User Datagram Protocol, Src Port: 58142, Dst Port: 53
~ Domain Name System (query)

Transaction ID: @x@802

Flags: @x@1680 Standard query

Questions: 1

Answer RRs: ©

Authority RRs: @

Additional RRs: @
~ Queries

v mail.zju.edu.cn: type A, class IN

Name: mail.zju.edu.cn

| s() X <

(W Tip. addr=-10. 162, 32, 97

51.130108
1.492011
2619 51.847853 10
2620 51.850593 10
1* 2621 51.851172 lq

N NN

2622 51.852943 10 [Name Length: 15]
2623 51.853138 10 [Label Count: 4]
2624 5?'355191 1? Type: A (Host Address) (1)

Class: IN (@xeeel)
Response In: 2622

Frame 2621: 75 bytes on © >

Ethernet II, Src: Intel 0008 74 3a 20 b9 e8 @2 34 2e b7 de dd de @8 @0 45 [ t: 4. 3. |
Internet pr\otocol Ver\si [5]%] 3d 50 b‘F 00 00 80 11 00 P00 Pa a2 20 61 Pa Qa =p a
@0 15 e3 le 00 35 @0 29 35 5C 09 092 O1 00 09 01 5-) 5\

User Datagram Protocol,

~ Domain Name System (que
Transaction ID: @x@0¢

74 3a 20 b9 e8 B2 3

00 3d 50 bf 00 00 &

00 15 e3 le 00 35 €

00 00 00 00 VO B0 ¢

65 64 75 02 63 6e €

00 00 00 00 PO 00 B4 6d 61 69 6C B3 7a 6a 75 B3 m ail-zju
65 64 75 02 63 6e 00 00 01 @@ o1 edu-cn

. 1 Close Help
O 7 wireshark_WLANIWCTY1. peapi

ﬂ L EitEAHTER

DNS query T2

en=0 MS5=1460 WS..
pa PTR dnsl.zju...

2.102.20 NS dnsil..

dnsl.zju.edu.cn
S=1¢ S

BlE: Default
11:30
8

- 2023/1/18




r-| M Wireshark - 540 2622 - WLAN - u] X

B A ® % & q v Domain Name System (response)
= Transaction ID: 0x0002
(W Flags: Ox8580 Standard query response, No error X )+
Questions: 1
Answer RRs: 1
Authority RRs: 1
Additional RRs: 1
~ Queries
v mail.zju.edu.cn: type A, class IN
Name: mail.zju.edu.cn
[Name Length: 15]
[Label Count: 4]
Type: A (Host Address) (1)
Class: IN (@x0001)
v Answers
v mail.zju.edu.cn: type A, class IN, addr 10.202.162.20
Name: mail.zju.edu.cn
Type: A (Host Address) (1)
Class: IN (©x0001)
Time to live: 86400 (1 day)
Data length: 4
Address: 10.202.102.20

No. Time So
2343 48.270525
2353 49.126219
2354 49.330119

MSS=1460
MSS=1460
MSS=1460
MS5=1460
MSS=1460
MSS=1460
MSS=1460

2355 49.570280
2356 50.376349
2582 51.130108
2618 51.492011
.847853
2620 51.850593

]t 2621 51.851172
2622 51.852943

2623 51.853138
.855101
.950234
.276451
2.410442
.000611
.130e130

pa PTR dnsl.zju...

.102,20 NS dnsl..

.zju.edu.cn
MSS=1460
MSS=1460
MSS=1460
MSS=1460
MSS=1460

&

v Authoritative nameservers — -
Flaig dipal due bviezs o v zju.edu.cn: type NS, class IN, ns dnsl.zju.edu.cn 8CA}, id @ .
Ethernet II, Src: NewH’ Name: zju.edu.cn
Internet Protocol Vers Type: NS (authoritative Name Server) (2)
User'Datagram Protocol, Class: IN (8x8001)
~ (A Namg System (res Time to live: 86400 (1 day)
Transaction ID: ©x06\ Data length: 7 L =
34 2e b7 de dd de Name Server: dnsl.zju.edu.cn 8
66 70 95 b1 66 00 ~ Additional records
0020 20 61 €8 35 e3 1le ¢ .
90 01 00 91 03 o1 ¢ v dnsl.zju.edu.cn: type A, class IN, addr 10.10.0.38 .
65 64 75 02 63 6e € < Yottt e >
91 00 01 51 80 @0
21 90 01 51 80 09 ~
O £ wireshark WLANIWCTY1. pcap fielp ElE: Default
n L TGRS P, : wsin B

DNS response -~ 2: mail.zju.edu.cn F Ip address 10.202.102.20



DNS query -3 mail.zju.edu.cn F IPv6



